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1.0

INTRODUCTION

The purpose of thidational Certification Test PlaTest Pan) is to document thprocedurs that Wyle
LaboratoriesInc., will follow to perform certification testing ahe Dominion Voting Systems, Democracy
Suite 4.0 System to the requirements set forth for voting syssein the U.S. Election Assistance
Commission (EACR005 Voluntary Voting System GuidelindsAC 2005VVSG). Prior to submitting the
System for certification testingDominion Voting Systemssubmitted an application to theEAC for
certification of theDemocracy Suite 4.8ystento the requirements of tHeAC 2005 VVSG

At test conclusion,he results of all testing performed as part of this pesgramwill be submitted to the
EAC in the form of a final report.

1.1 References

The documents listed belo were used in thedevelopment of the Test Plaand areutilized to perform
certification testing

9 Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volireeslon 1.0

AVoting System Per dnd Vaume i, e/ersu L.@hieNlait n esnda,l Certi

Testing Guidelineso, dated December 2005

1 Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective

date January 1, 2007

9 Election Assistance Commission Voting Systdiest laboratory Program Manual, Version 1.0,
effective date July 2008

f National Voluntary Laboratory Accreditation

Procedures and Gener al Requirements (NIST Hand

1 National Voluntay Laboratory Accreditation Program NIST Handbook -P2) 2008 Edition,
AVoting System Test-RPapo( NI &STedaNMdhbod2@0&50

f  United States 107Congress Help America Vote Act (HAVA) of 2002 (Public Law 252), dated
October 2002

1 Wyle Laborator e s 6 Te st Gui del-00hkeA, DoWwime nt aborEdMlor i e
for Performing Electromagneti €@©0RMt e MifTersd n cPer o(cl
Testing and Documentation of Radiated and Conducted Emissions Performed on Cdmmercia
Productso
Wyl e Laboratoriesd Quality Assurance Program ©M
ANSI/NCSL Z5401 , AiCal i bration Labor at &quipreest, Gemechl Me a
Requirementso

1 I1SO 100121 , AQuality Assurance Requirements for Me

1 EAC Requets for Interpretation (listed on www.eac.gov)

1 EAC Notices of Clarification (listed owww.eac.goy

1 EAC Quality Monitoring Program residing on:

http://www.eac.gov/testing_and_certification/quality_monitoring_program.aspx

A listing of theDemocracy Suite 8.SystemTechnicalDataPackagdTDP) Documents submitted for this
certification test effort is listed in Section 3@eliverable Materials

WYLE LABORATORIES, INC.
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INTRODUCTION ( CONTINUED)

Terms and Abbreviations

This subsection defines all terms and abbreviatigmpicable to the development of this Test Plan.

Table 1-1 Terms and Abbreviations

Term

Abbreviation

Definition

Americans with Disabilities Act of

ADA is a wideranging civil rights law that prohibit

1990(Amended 2008) ADA u.nder' _certain  circumstances, discrimination based
disability.
EMS Audio Studio AS EMS application used to record audio files.
Audio Tactile Interface AT Voter interface designed to not requiisual reading of g
ballot.
Conformité Européenne (Europe:
. CE
Conformity)
Configuration Management CM
CommercialOff the Shelf COTS Commercial, readily available hardware or software
Direct Record Electronic DRE
Commission created per the Help America Vote Act
United State€lection Assistance 2002, assigned the r¢§p0n5|blllty for setting votlng sy
Commission EAC standards and providing for the voluntary testing
certification of voting systems.
EMS Election Event Designer EED EMS application used for election definition functionalit
: The Election Management System equivalent for
Election Management System EMS Democracy Suite System.
Equipment Under Test EUT
Exhaustive verification of every system function and
Functional Configuration Audit FCA combination of functions
documentation.
Federql Qommunlcatlons ECC
Commission
Help AmericaVote Act HAVA Act created by United States Congress in 2002.
Government organization created tpromote U.S.
. . innovation and industrial competitiveness by advang
_II\_I:ct:lrc])rr:;l(I)nstltute of Standards an NIST measurement science, standards, and technology in
oy that enhances economic security and impraxesqualiy
of life.
ImageCast Central ICC High-speed central ballot scan tabulator.
. Precinctlevel optical scanneballot markerand tabulator
ImageCasEvolution ICE with audio voting
ImageCast Precinct ICP Precinctlevel optical scanner and tabulataith audio

voting capabilities

WYLE LABORATORIES, INC.
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1.0 INTRODUCTION ( CONTINUED)
1.2 Terms and Abbreviations(continued)
Table 1-1 Terms and Abbreviations (continued)
Term Abbreviation Definition
Review by accredited test laboratory ¢compare
voting system components  submitted
certification testing
Physical Configuration Audit PCA documentgnon, anq pqnﬂrmaﬂpn the documenta
meets national certifation requirements. A&usted
build of the executable system is performed
ensure the certified release is built from teg
components.
Quality Assurance QA
EMS Resuilts, Tally and Reporting RTR EMS appll_cat|on used to integrate election res
and reporting.
SystemUnder Test SUT
Wyle-developed document that specifies test ite
input  specifications,  output  specification
Test Case Procedure Specifications TCPS enwr_onmental . needs, spemal_ procedy
requirements, intecase dependencies, and
validatedtest cases that will be executed during
area under test.
Manufacturer documentation related to the vot
Technical Data Package TDP system required to be submitted as a preconditig
certification testing.
Underwriters Laboratories Inc. UL
Uninterruptible Power Supply UPS
Voluntary Voting System Guideliney EAC 2005 VVSG PUb“She.d by the EAC, the third iieration of natio
level voting system standards.
Wyle Operating Procedure WoP Wyle Test Method or Test Procedure
1.3 Testing Responsibilities
All core and norcore software and hardware certification testing will be conducted under the guidance of
Wyle Laboratories, Inc., by personnel verified by Wyle to be qualified to perform the testing.
1.3.1 Project Schedule

This informationis contained in a Wylg@enerated Microsoft Project schedule. This schedule is presented in

AppendixBi Domi ni on

planned estimates presented for informaigurposes.

1.3.1.1 Owner Assignments

V cProjeat $cheBufe sTheedatess on the schedule are not firm dates but

This information iscontained in a Wyle generated Microsoft Project schedule. This schedule is presented in

AppendixBfi Do mi Wio toinn g

Syst ems

Project

Schedul eo.

WYLE LABORATORIES, INC.
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1.0 INTRODUCTION ( CONTINUED)

13 Testing Responsibilities (continued)

1.3.1 Project Schedule(continued)
1.3.1.2 Test Case Development

Wyl e wildl utilize the i WynctenalBCansigarhtiomAeditHCA)sUsabiltya s e s 0
and System Integration Tests. These will be augmeniitdspecially desiged test casetailoredto the

Dominion Voting Systems Democracy Suite .4.0/yle has designed specific election definisdor the
Operational Status Check and the Logic & Accuracy Tebth.e fABasel i nedo f unictddnal
usability test cases, and the election definitimrebeng submitted as part @his test plan package.

Throughout the test campaign, Wyle will develop and submit to the EAC Test Case Procedure Specifications
(TCPS) for major areas of testingThe TCPS documentsthe test items, input specificatigneutput
specifications, environmental needs, special procedural requirementscaisgerdependencies, and all
validated test cases that will be executeda given test.

1.3.1.3 Test Procedure Develpment and Validation

Wyle will utilize the Wyle Operating Procedures (WoPs) during the duration of thipriggtam These
procedures are validatedidare being submitted as part of the test plan package.

1.3.1.4 Third -Party Testing

Dominion Voting Systemslso submitted five hardware test reports for 1# unit Wyle reviewed the

reports and performed a comparison between the ICP version tested in the provided reports and the ICP
version currently submitted for testiagnd concludel that a portion of the hardware testing for the WP

be recommended for reuse to satisfy requirements for this testing cam{¥gigndetermined that the ICP

shall be subjected to the following hardware tests per the EAC 2005 VE&Btromagnetic Raaltion,
Electromagnetic Susceptibilitand allnonoperationaknvironmental testingA listing of reports reviewed,
andWy | edés evaluation of t held.gofthissdpcoments i s contai ned

Additionally, Wyle will be utilizing ¥ party testing to perform the product safety portion of the test
campaignThird party testing will be witnessed by Wyle personnel at MET Labs.

1.3.1.5 EAC and Manufacturer Dependencies

This information iscontained in a Wyle generated Microsoft Project schedule. This schedule is presented in
AppendixBfi Do mi Vieo toinng Systems. Project Schedul eod

1.4 Target of Evaluation Description

The following sectionsaddress the design methodology and product description &fdim®cracy Suite 4.0
System as taken fronthe Dominion Voting Systemtechnical documentation.

WYLE LABORATORIES, INC.
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1.0

14.1

14.1

INTRODUCTION (CONTINUED)

Target of Evaluation Description (continued)

System Overvew

The Dominion Voting Systems Democracy Sult® Systemis a papebased optical scan voting system.
The Democacy Suite4.0 Systemconsists of four major componenthe Election Managemée System
(EMS), ImageCast EvolutioiCE) precinct scanneaind ballot marking devicelCP precinct scanner with
audio ballot and ImageCast Cent@CC) central count scanner.

Election Management System

The Dominion Voting Systems Democracy Suité EMS consists o§evencomponents running as either a
front-end/clent application or as a baehd/sever application. Below is a list and briefsdeiption of each.

T

Democracy Suitd.0 EMS Election Event Designer client application nt egr at es el ect i
functionality and represents a main p@ting phase ettuser application.

Democracy Suitd.0 EMS Results Tally and Reporting client applicationtegrates election results
acquisition, validation, tabulation, reporting and publishing capabilities and represents a main post
voting phase endser application

Democracy Suite4.0 EMS Audio Studio client application represents an engker helper
application used to record audio yles for a g
pre-voting phase of the election cycle

Democracy Suited.0 EMS Data Center Manager client applicatiorrepresents a system level
Cc 0 guydion applicationused inEMSbaeknd data center conyguration

Democracy Suite4.0 EMS Application Server server applicationrepresents a server side
application responsible faxecuting long running processes, such as rendering ballots, generating
audi o yles and election yles, etc

Democracy Suitd.0 EMS Network Attached Storage (NAS) Server server applicatiepresents a
server side glectricpobptegdgaf byfacts, such as b
l og yles, election yles, etc.

Democracy Suitel.0 EMS Database Server server applicatiarepresents a server side RDBMS
repostory of the election project database which holds all the electiongprda, including pre
voting and posvoting data.

Precinct Ballot Tabulator: ImageCastEvolution (ICE)

ThelCE Ballot Counter device is a precideivel, optical scan, ballot counter (tabulator) designed to perform
six major functions

1

il
il
il
)l
)l

Ballot scanning
Tabulation

Ballot review

Second chance voting
Accessible voting

Ballot marking

WYLE LABORATORIES, INC.
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1.0 INTRODUCTION (CONTINUED)
1.4  Target of Evaluation Description (continued)
1.4.1 System Overview(continued)

The Dominion Democracy Suite ImageCast Evolutsystem employs a precifleel optical scan ballot

counter (tabulator) in conjunction with an external ballot box. This tabulator is designed to mark and/or scan
paper ballots, interpret voting marks, communicate these interpretations back to thgitteeervisually

t hrough the integrated LCD display or audibly via
deposit the ballots into the ballot box. The unit also features an Audio Tactile Interface (ATI) which permits
voters who cannot getiate a paper ballot to generate a synchronously human and rmezddable ballot

from electorinput vote selections. In this sense, the ImageCast Evolution acts as a ballot marking device.

Photograph 1: ImageCastEvolution (ICE)

WYLE LABORATORIES, INC.
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1.0

1.4

14.1

INTRODUCTION ( CONTINUED)
Target of Evaluation Description (continued)
System Overview(continued)

Precinct Ballot Tabulator: ImageCastPrecinct (ICP)

The ImageCast Precin@CP) Ballot Counter is a precindtased optical scan ballot tabulator thatised in
corjunction with ImageCast compatible ballot storage boxes. The system is designed to scan marked paper
ballots, interpret voter markan the paper ballot arslore and tabulate each vote from each paper ballot. The

ICP contains a small tousdtreen LCD to allow the polwor ker t o access rafidnagnos
settings.

In addition, enhanced accessibility voting mag accomplished via optional accessories connected to the
ImageCast unit. The ICP utilizes an ATI device to allow voters wihhdiities to navigate and submit a

voted ballot. This is accomplished by presenting the ballot to the voter in an audio format. The ATI
connected to the tabulat@nd allowsthe voterto listento an audio voting session consisting of contest and
canddate names. The ATI also allows a voter to adjust the volume and speed of audio playback. The cast
vote record is recorded electronicalen the ATl is used to cast a balldthere isno paper ballot opaper

record produced when the ATl is utilized fating.

i

Photograph 2: ImageCast Precinc{ICP)

WYLE LABORATORIES, INC.
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1.0

1.4

14.1

INTRODUCTION ( CONTINUED)
Target of Evaluation Description (continued)
System Overview(continued)

Central Tabulator: ImageCastCentral Count (ICC)

The Dominion Democracy Suit€CC Ballot Counter system is a higipeed, central ballot scan tabulator
based onCommercial off the Shel{COTS hardware, coupled with the custammade ballot processing
applicationsoftware. It is used for high speetanning and countingf paper ballots. Central scanning

system hardware consists of a combination of two COTS devices used together to provide the required ballot
scanning processing functionality:

 Canon DRX10C Scanner used to provide ballot scanning and image transfers to the local
ImageGst Central Workstation.

1 ImageCast Central Workstatiom COTS computemused for ballot image and election rules
processing and results transfer to the EMS Datacenter. The ImageCast Central Workstation is a

logical name for the Dominion piapproved PC wdestation hardware which executes the image
processing and election rules software application.

Job# [757381.01
Customer Dominion

System Democracy 4.0

Equipment ImageCast Central
s/n ED300874

Date 09/16/2011

Test PCA

Photograph 3: ImageCast Central Count(ICC)

WYLE LABORATORIES, INC.
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1.0

1.4

1.4.2

INTRODUCTION ( CONTINUED)
Target of Evaluation Description (continued)
Block Diagram

The entiresystem ¢hgram is presented in Figurell

dominion | VOTING

Democracy Suite”— System High-level Block Diagram

&

Election Data Impaort

Democracy Suite
EMS Audia Studia

Balots Taken Ohay
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§ r?‘:"@

1, L
Cemocracy Sulte amf““::’f’ s'_' e Ei
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Datahase Sermr

l.._..!
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Demoerany Suite
EMS
A Server
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l
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F Publishing Sere
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Election Results
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Figure 1-1 System Overview Diagram
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1.0 INTRODUCTION ( CONTINUED)
1.4  Target of Evaluation Description (continued)

1.4.3 System Limits

The EMS platform will be tested in all thrdeployable physical hardware configurations:

T EMS Express har dwil EMS softwarey gpmporents aveninstalled on a single
physical PC or laptopThis is a standalone configuration.

T EMS Standard har dtha EMS senemcoprgpontaateiinstalled on a single
physical server, in addition to théniversal Power SuppyJPS andLocal Area Network I(AN)
switch devices, while the EMS client components are installed on one or more physical PCs or
laptops. All system components are interconnected in a-slegaer local LAN environment.

T EMS Enterprise haregresantsea two @ n y @ u rationo ilmcadglition to the
UPS and LAN network switch device, the EMS client components are installed on one or more
physical PCs or laptops. All system components are interconnected in aselesit local LAN
environment.

The systemlimits that DominionVoting Systemdas stated to be supported by Bemocracy Suite 4.8re
compiled in the table below.

Table 1-2 Democracy Suite 4.05ystemLimits for Landscape Ballot Style

Limit Value (by configuration) Limiting Component
(Maximum Number of) Express | Standard | Enterprise

22 Inch Landscape Ball¢240

Ballot Positions 292 292 292 candidates + 24 writmns + 28
Yes/No choices)

Precincts in Election 250 1000 10000 Memory
Contests in Election 250 1000 4000 Memory
Candidates/Counters in Electiof 2500 10000 40000 Memory
Candidates/Counters in Precing 240 240 240 22 Inch Landscape Ballot
Candidates/Counters in 2500 10000 10000 Memory
Tabulator
Ballot Styles in Election 750 3000 30000 Memory

22 Inch Landscape Ball¢24
Contests in a Ballot Style 38 38 38 candidacy contests + 14

propositions)

Candidates in a Contest 240 240 240 22 Inch Landscape Ballot
Ballot Styles in a Precinct 5 5 5 Memory
Number of Parties 30 30 30 Memory
Vote For in Contest 24 24 24 22 Inch LandscapBallot
Supp_orted Languages per 5 5 5 Memory
Election
Number of Writeins 24 24 24 22 Inch Landscape Ballot

WYLE LABORATORIES, INC.
Huntsville Facilities
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1.0 INTRODUCTION (CONTINUED)
1.4  Target of Evaluation Description (continued)
1.4.3 System Limits(continued)

Table 1-3 Democracy Suite EM34.0/ImageCastBallot Target Limits for Landscape Ballot Style

Ballot Length Maximum Positions
(Row x Column)
11 Inch 11x9
14 inch 11x13
17 Inch 11x 17
20 Inch 11x21
22 Inch 11x 24

Table 1-4 Democracy Suite 4.0 Systermim its for Portrait Ballot Style

Limit Value (by configuration) Cleltmg
(Maximum Number of) . omponent
Express | Standard | Enterprise
Ballot Positions 462 462 462 | 22InchPortrait
Ballot
Precincts in Election 250 1000 10000 Memory
Contests in Election 250 1000 4000 Memory
Candidates/Counters in Election 2500 10000 40000 Memory
Candidates/Counters in Precinct 462 462 462 22 Iné:;lllli)?rtralt
Candidates/Counters in Tabulato] 2500 10000 10000 Memory
Ballot Styles in Election 750 3000 30000 Memory
Contests in a Ballot Style 156 156 156 | 22Inchportralt
22 InchPortrait
Candidates in a Contests 231 231 231 Ballot (Column
Span 3)
Ballot Styles in a Precinct 5 5 5 Memory
Number of Parties 30 30 30 No Limitation
Vote For in Contest 30 30 30 No Limitation
Supported Languages per Electig 5 5 5 Memory
Number of Writeins 462 462 462 22 InchPortrait
Ballot

WYLE LABORATORIES, INC.
Huntsville Facilities
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1.0 INTRODUCTION (CONTINUED)
1.4  Target of Evaluation Description (continued)
1.4.3 System Limits(continued)

Table 1-5 Democracy Suite EMS 4.0/ImageCadBallot Target Limits for Portrait Ballot Style

Ballot Length Mf‘é")f\fllvu)iﬂci?jrlﬂ%ns
11 Inch 33 x 2
14 inch 45 x 3
17 Inch 57 x 3
20 Inch 69 x 3
22 Inch 77 x 3

1.4.4 Supported Languages

The following languages have been state@®byninion Voting Systemt be supported by tHeemocracy
Suite 4.0

Alaska Native
Aleut

=

Athabascan
Eskimo
Chinese
Filipino
French
English
Japanese
Korean
Vietnamese

Spanish

=A =4 =4 =4 4 4 -4 -4 4 -4 -4

Native (other group specified)

0 Apache Jicarilla Keres Navajg Seminole Towa, Ute, Yuman

Dominion Voting Systems also states that any language that has an ISO definition file can be doypported
the Democracy Suite votingyStem.

Note: All stated languages will be verified to be supghrt@wever, only English and Spanish ballots will
be castduring functional testingdowever Wyle will test 1 character based language (Chinese) during
System Integration Testing.

WYLE LABORATORIES, INC.
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1.0 INTRODUCTION ( CONTINUED)
1.4  Target of Evaluation Description (continued)
1.4.5 Supported Functionality

TheDemocracy Suite 4.8 designed to support the following voting variations:
General Election

Closed Primary

Early Voting

Partisan offices

Non-Partisan offices

Write-in voting

Primary presidential delegation nominations
StraightTicketvoting

Split Precincts

Ballot Rotation

Vote for N of M

1 Audio Ballot

As stated in theSupported Functionality Descriptiopthe Democracy Suite 4.0 System does not include
functions for Cumulativé/oting, Ranked Choice Voting (RCV), Open Primaoy, Recall Issues; therefore,
testing will not be conducted on these functions.

=A =4 =4 =4 4 -4 4 -4 -4 A -4

146 VVSG

The Democracy Suite 4.@ill be tested to all appableEAC 2005VVSG requirementsPlease refer tthe
EAC online matrix tool (VRTXor further reference.

1.4.7 Beyond VVSG

Dominion Voting Systems submitted hardware test reports for Dust and Rain Tests on the ICP unit. This
testing vas performed during Statevel certification effort. This testing is ouibf scope for this test
campaign.

2.0 PRE-CERTIFICATION TESTIN G AND ISSUES

Currently, no precertification testing has been completdeer EAC Notice of Glrification (NOC) 09001,
Wyl e views the Certification Test Plan as a |ivi
resubmitted to the EAC as major areas of testing have been completed.

Wyle has performed the first pass review for all source code submittedioynion for the Democracy

Suite version 4.@oting system. The issues with compliance to B#e&C 2005 VVSG were reported back to

the manufacturer for resolution. Subsequent submissions will be reviewed by comparing the new submission
against the last safission to ensure all documented issues are restiefde the source code review is
completed.

WYLE LABORATORIES, INC.
Huntsville Facilities
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2.0

2.1

2.2

2.3

3.0

PRE-CERTIFICATION TESTING AND ISSUES (CONTINUED)

An initial Technical Data Packad&DP) reviewwas performed on the Dominidbemocracy Suite version

4.0 voting systendocuments submitted as their TDP to determine compliance with the EAC 2005 VVSG
and EAC requirementsWyle found some documents were missing or included partial information, and the
existing documentation contaithénformation which was not consistent throughout the Dominion TDP. The
results were reported to Dominion for resolution. Dominion has subsequently revised and resubmitted the
TDP. Wyleis performing a review of these documents and will submit the tsesnl Dominion as
documented in Section 4.6 TDP Evaluation. Any incidences ofadification issues (editing issues such

as spelling or formatting) will be noted to Dominion as informational comments fortthdetide whether

to address them.

Evaluation of Prior VSTL T esting

The Dominion Voting Systems Democracy Suite 08 new voting systerthat has not been previously
testedas a complete systetn applicablefederal standardas the EAC Program It will be fully tested and

the resultswill be submitted to the EAC in accordance with the requirements of the EAC Voting System
Testing and Certification Manual, Section 4 Certification Testing and Technical Revigie. Laboratories
performed testing to the EA2005 VVSG on the ICRRA configuration that consisted of an |Qit, with
firmware version 4.5.4, and a standalone EMS configuration, version 4.5aR@@yt of astatetest effort.

Wyle will be utilizing the data obtained during that test effort to satisfy requirements for thisugshign

for the following tests: Electrical, Environmental, Usability, Security, Maintainability, Availability, Safety,
and Accuracy (performed via pagesed voting and audio voting sessiongore details of this evaluation

are provided in Section 440of this document.

Evaluation of Prior Non-VSTL Testing

Dominion Voting System&as submitted an IC&nd ICEsummativeusability reportper EAC Request for
Interpretation (RFI) 2000 3 A EAC Deci si on on Sufomi@tDemoeracyJSuieb i | i t
Version 4.0 Summative usability testing and submission to the VSTL is required by the manufacturer as part

of the TDPR The testing focusson thetwo components of the Democracy Suite that voters would usssto

and/or printand casballotsi the ICE and the ICP. Participants in the ssstumedhe role of voters who

cast ballots in persaat a polling locatioras well aghe tasks of testing the system used by the spee@ls

voters who requirdauditory, visual or physical assistance to cast their vote.

Known Field Issues

This system has never been fieldedhe configuration submitted f&AC 2005VVSG certification testing
The ImageCast Precinct has been utilized small number of eléons in New York State. There were no
systemic or significant issues traceable to voting system performance.

MATERIALS REQUIRED F OR TESTING

The materialsrequired for certification testing of tHeemocracy Suite 4.0oting system include software,

hardware, test materials, and deliverable matetgaénable the test campaign to ocauit be delivered by
Dominion Voting Systemi Wyle.

WYLE LABORATORIES, INC.
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3.0

3.1

MATERIALS REQUIRED F OR TESTING (CONTINUED)

Software

The tables beloviist the ®ftware the manufacturenust submit for testinglrhis sectionlists all software
required for operation and testing of the voting system being certified. This includes software used for
testingtelecommunications, security and system integratienyell assupporting software required for the

test envireamentincluding compilers, assemblers, and database manager8atcCOTS and notCOTS
softwarecomponents are listed in this section.

Table 3-1 Democracy Suite 4.0 EMS Software Platform Component Descriptions

Software Re_quwed For Softvv_are Filename
Testing Version
: setup.exe:
Demgﬁ;i‘iyAS“'lfgafig/'ns EEDl 46 EED_FED CERT.Setup.msi
PP EED_FED CERT.Setup_64b.msi
: setup.exe:
Demgﬁg‘iyAS“ﬁfa'\t/ifnRTR 4.6 RTR_FED_CERT.Setup.msi
PP RTR_FED_CERT.Setup_x64.Setup.msi
; setup.exe:
Dimolciég% fg‘;‘?ﬁ?"s 4.6 EMSApplicationServer FED_CERT.Setup.msi
P EMSApplicationServer FED CERT.Setup_x64.Setup.n
DemocracySuite EMS File 46 Setup.exe:
System Service ' DVS.Utilities.FileSystemServiceSetup.msi
Democracy Suite EMS Audid 46 setup.exe:
Studio Client Application ' EMSAS2010_Setup.msi
Democracy Suite EMS Data 4.6 DemocracySuiteEMS_DCM.exe
Center Manager
.NET Framework 3.5 Library 4.0 dotNetFx40 Full_x86_x64.exe
NetAdvantage for .NET 200§ 2008 Vol.1 NetAdvantage WinForms_ 20081 CLR20 Product.exs
Vol. 1 CLR 2.0 CLR 2.0 (for details see document Components_3rdParty_1.0.xl

Table 3-2 Democracy Suite 4.0mageCast Precinct Software Component Descriptions

Software Re_quired Software Filename
For Testing Version
Election Firmware | 4.6.2US cf2xx.sig
Firmware Updater | 4.6.1:US firmUp.enc
Firmware Extractor | 4.6.1:US FirmwareExtract.enc
Kernel (uClinux) 4.6.2:US Image.bin.gz
B(g%bfger 20040221 colilo.bin

WYLE LABORATORIES, INC.
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.1 Software (continued)

Table 3-3 Democracy Suite 4.0 ImageCast Evolution Software Component Descriptions

Software Re_quired Software Filename
For Testing Version

VotingMachine 4.6.2 GApplication4.6.2.vhd.7z

libAudio 0.3.7 libAudio-0.3.7.tar.bz2

MCFPGA 1.0.1ice2_mc_pl.bit

SCFPGA 1. 1ice2 scb_pl.bit

Logo Pl atfl3.0.(l ogo_platform.b

Logo OS 3.0.(l ogo_os. bmp

At mega I ntl1.0. 91 ogger. bin

Atmega Power 1.0.10 power.bin

Bl ob 1.2 mpc8347dvs. dtb

I ntegratedd4. 1. integratedPrint
printerFont. hex

Table 3-4 Democracy Suite 4.0 ImageCast Central
Software Component 2scriptions

Software Required | Software .
. : Filename
For Testing Version
Imag_eC_ast Central 4.0.tbd ImageCast Central.exe
Application
ImageAnalysis DLL | 4.0.tbd ImgProc.dll

Table 3-5 Democracy Suite 4.0 EMS Software Platform Third Party Software Component
Descriptions

Software Required Software

For Testing Version Filename
NetAdvantage for
.NET Windows 2008 Vol.1 | NetAdvantage WinForms_ 20081 CLR
Forms 2008 CLR 2.0 | O_Product.exe

Subscription
TxText Control .NET

16.0 tx_1600_dotnetserver_spl.zip

Version 14
Cepstral Texto- : : :
Speech Desktop 510 Cepstral__AII|son_W|ndows_5.1.0.m5| +
. more voices
Voices

WYLE LABORATORIES, INC.
Huntsville Facilities
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.1 Software (continued)

Table 3-6 Democracy Suite 4.0 EMS Client Application Software Component Descriptions

Software Required Software

For Testing Version Filename
)'\(/meSOft Windows 7 6.1 Microsoft DVD provided
Windows Server 2008 : .

R2 x64 6.1 Microsoft DVD provided

Microsoft SQL Server
2008 R2 x64 or

Microsoft SQL Server
2008 Express R2 x64

4.0 _ _ _
Framework 4.0

Microsoft Visual J#
Redistributable 2.0 x64

Adobe Acrobat Reader

10.0 Microsoft DVD provided

2.0 x64 | vjredist64.exe

9.0 AdbeRdr930_en_US.exe

9.3 or higher

Dallas *Wire Device . . .

Driver version 4.0.3b 40 |nstall_l_W|re_drlvers_x64_v403beta
msi

x64

Cepstral Texto- 510 Cepstral_Allison_windows_5.1.0.msi

Speech Desktop Voice; - 3 more voices

Ja""f‘ Runtime 6.0 jre-6ul8windowsx64.exe

Environment 6.0

Microsoft IIS 7.5 7.5 Microsoft DVD provided

Table 37 Democracy Suite 4.0 EMS Software Platform Unmodified COTS Components Descriptions

Software Required For | Software

Testing Version Filename
TX Text Control Library 16.0 tx_1600_dotnetserver_spl.zip
for NET ' (for details see docume@omponents_3rdParty 1.0.xlIsx)

OneWireAPI.NET.dll

OneWire API for .NET 4020 (for details see document Components_3rdParty 1.0.xIsx

SOXi audio converter 1431 |Sox.exe

application " (for details see document Components_3rdParty 1.0.xIsx
log4net.dll, log4net.xml

Log4net 1.2.10 (for details see document Components_3rdParty_1.0.xIsx

NLog’ log library 1.0.0.505 | Ntog.dll

(for details see document Components_3rdParty_1.0.xIsX

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No.18of 59

Certification T est Plan T&381.0101, Rev. D

3.0

3.1

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Software (continued)

Table 3-7 Democracy Suite 4.0 EMS Software Platform Unmodified COTS Components Descriptions

(continued)

Software Re_quwed For Softw_are Filename
Testing Version
Cepstral_Allison_windows_5.1.0.msi + 3 more voices
Cepstral Texto-Speech 510 (for details see document Components_3rdParty_1.0.xIsx
iTextSharpi pdf 403 itextsharp.dll
generation library o (for details see document Components_3rdParty_1.0.xIsx
openssl.exe, libeay32.dll 192 openssl.exe, lebeay32.dll, ssleay32.dll
ssleay32.dll ' (for details see document Components_3rdParty 1.0.xlIsx
SQLite 1.0.65.0 | System.Data.SQLite.DLL 3Bit and 64bit
(for details see document Components_3rdParty_1.0.xIsx
Lame 3.98 System.Data.SQLite.DLL 3Bit and 64bit
' (for details see docume@obmponents_3rdParty 1.0.xIsx)
speexdec.exe and speexenc.exe
Speex 1.0.4 (for details see document Components_3rdParty 1.0.xlIsx
. gsdll32.dIlT both 32bit and 64bit
Ghostscript 8.71 (for details see document Components_3rdParty_1.0.xIsx
PdfTolmage.dll
PdfTolmage.di 1.2 (for details see document Components_3rdParty_1.0.xIsx
Tamir.SharpSSH.dll, | g0 55 Tamir. SharpSSH.sll, Diffie. Hellman.dll,
DiffieHellman.dll, ! .
Org.Mentalis.Security.dll package Org.Mentalls.Securlty.dII
: : ' 1.1.1.13 | (for details see document Components_3rdParty 1.0.xlsx

i Cryptography

Table 3-8 Democracy Suite 4.0 ImageCast Precinct Unmodified COTS Software Component

Descriptions

Software Rejqwred Software Filename
For Testing Version
PNG Reference .
Library 1.2.24 | libpng-1.2.24.tar.gz
OpenSSL 1.1.2 | Openssfips-1.1.2.tar.gz
Zlib 1.2.3 | Zlib-1.2.3.tar.gz

WYLE LABORATORIES, INC.
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.1 Software (continued)

Table 3-9 Democracy Suite 4.0 ImageCast Evolution Unmodified COTS Software Component
Descriptions

Software Re_quired Softvv_are Filename
For Testing Version
apathbg4cxy0. 10.lapatig40c.x1x0. 0.t
apr 1.4. 4aplr. 4. 4. tar. bz?2
aput il 1.3. laputlil3. 11.tar. b
autoconf 2.57 |lautozomT. tar. bz
bi son 2.3 bi s2o.n3. tar. bz?2
busybox 1.18.|busybokXx8. 5. tar.
ccache 2.4 cca@hd.tar. gz
cksum 19990cks-itn990607 .t ar
cramfs 2008YcraiD981121.1tar
di stcc 2.18./di s2.ck8. 3. tar. bij
dt c 1.2.0dtlc. 2. 0.tar. gz
e2fsprogs |1.41.|e2fsfdraeds 14.1tar
expat 2.0. Jexpat0. 1. tar. gz
flex 2.5.3fl-2x5.33.tar.gz
fontconfig2.8.0font e20.n8f.i0g. t ar . g
freetype 2.4. 4Ffreed.ydp.ed. t ar . b3
genext2fs |1.4. lJgenedt2adf d.tar. g
gen_init _q2.6-.22gen_in2t6rcdb.ot a
rcv

genr omf s 0.5.2%genrOmbs 1. tar.g
git 1.5.69g#t. 5.6.5.tar. g1z
glibec 2.13 |gli2hcdd3.tar.bz?2
gl iploa t s 2.13 |gl ipoa2t.s1 3.t ar . b1
i 2tcool s 3.0.3i 2tco8l. . 3. tar. b
j pegsrc v8c j pegsrc.v8c.tar
l' i bogg 1.2.21ibbgg. 2.tar. gz
l'i bpng 1.5.41ibpny. 4. tar. gz
l i bt ool 1.5 l' i b-Ltobl tar. gz

| i busb 1.0.81ibus®. 8.tar. bz

WYLE LABORATORIES, INC.
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.1 Software (continued)

Table 39 Democracy Suite 4.0 ImageCadtvolution Unmodified COTS Software Component
Descriptions(continued)

l i baeshmpat (0. 1. 3|l i bushm@atl. 3.t ar
[ i nux 2.6.3|li Rux. 30.9.tar.
I kc 1. 4 | klc. 4. t ar. gz

mkspoofli3. 4 mkspoo3d.l4.ntkar . g
mt-dt i | s 20060/ mt-dt2D®60302.1ta

muXx _Sserve.l mux _server.c

opet#dpls 1.2. 3|lopeddPls2. 3.t ar.
pkgonfig 0.21 pkgon®igl.tar.g
ppp 2. 5/ppd. 4. 5. tar. gz

geverywheld4. 7. 3|gverywhenssmuc G

4. 7.3.tar.gz

skell 1.19 skdl.l19.tar. gz
soundtouchl. 5. 0OlsoundLobc@.tar.
sparse 0. 4 spabds4.tar. gz
Speex 1. 2rc|{spelex2rcl.tar.g
sglite 3.7. 7|sqlautteoc2@n®701. {
sysfsutilg2.1.0|sysf-Qutti Dstar. g
texinfo 4. 8 texidnfBotar. bz?2
tiff 3.9.5/ti3f.f9. 5. tar. gz
tunct | 1.5 tunlc.t9.tar. gz
tzcode 2011gltzcode2011g.tar
tzdat a 2011hftzdata2011h.tar
ubooool s 1.1. 6|uboobobbdl.sl. 6.1tar.
uni fdef 1.0 uni idé&f tar. gz
usthodeswi tf]l. 1. 7|usthodessi tlcfT. t a
usthodessdiat|]20110|ushodessdiat @ah

20110227.tar. bz

wget . 9. 1llwge€dt. 9. 1.tar. gz
yaffs_utill20060(yaff s20ul604s18.t
zIlib 1.2.5|zlI-1b2.5.tar.bz?2
rpm 4. 0. 4/rp#. 0. 4. tar. gz
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)

3.1 Software (continued)

Table 3-10 Democracy Suite 4.0 ImageCast CentralBuild Environment Software Build Components
(Unmodified COTS)

Software Required | Software
For Build Version

Home | OEM installed, or full CD from
Premium | Microsoft

Visual Studio 2005 Full CD from Microsoft

Filename

Windows 7

Table 311 Democracy Suite 4.0 ImageCast Central Build Environment SetupSoftware Utilities
(Unmodified COTS)

Software Required | Software
For Build Version

7-Zip 9.20 72920.exe

ActivePert5.12.4.1205
MSWin32x64-294981.msi

ActivePert5.12.4.1205
MSWin32x86-294981.msi

Nasm 2.09.07 nasmz2.09.07win32.zip

Filename

Active Perl 64bit 5.12.4.1205

Active Perl 32bit 5.12.4.1205

Table 312 Democracy Suite 4.0 ImageCast Central Software BuildLibrary Source Code
(Unmodified COTS)

Software Required | Software Filename
For Build Version
Fips ,
OpenSSL 123 openssifips-1.2.3.tar.gz

Table 313 Democracy Suite 4.0 ImageCast Central Runtime Software Components
(Unmodified COTS)

Software Required Software
For Testing ICC . Filename
s Version
application
Imgcomp.dll 2.11 apiman.zip
1 Wire driver 64bit 4.03 install_1 wire_drivers_x64 v403.msi
1 Wire driver 32bit 4.03 install_1 wire_drivers_x86_v403.msi
Kofax VRS 4.50 Full CD from Kofax
Canon Scanner drive 1.8 X10DRIT_V18.exe
VCredist 4/10/2006 vcredist_x86.exe

WYLE LABORATORIES, INC.
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.1 Software (continued)

Table 3-14 Democracy Suite 4.0 ImageCast Precinct Modified COTS Software Component
Descriptions

Software Re_quired Software Filename
For Testing Version
uClinux 20070130 uClinux-dist20070130.tar.gz
COLILO Boot Loader 20040221 Colilo20040221 tar.gz

Table 315 Democracy Suite 4.0 ImageCast EvolutioModified COTS Software Component
Descriptions

Software Required Software Filename
For Testing Version

Kernel 2.6.309-dvs8 ulmage

U-BOOT 1.3.419 u-boot.bin

Table 3-16 Democracy Suite 4.0 EMS Software Build Environment Component Descriptions

Software Required For | Software
Testing Version

Microsoft Windows
Server 2008 R2 x64

.NET Framework 4.0 dotNetFx40 Full x86 x64.exe

Microsoft Visual J# 2.0
Redistributable

Filename

6.1 Microsoft DVD provided

2.0 x64 | vjredist64.exe

Microsoft DVD provided
10.0 (Microsoft patch KB2286556 VS1KB2286556x86.exe
has to be installed)

Microsoft Visual Studio
2010

Microsoft Visual Studio | 10.0.30319 VS2010SP1dvdl iso

2010 Service Pack 1 SP1

Cruise Control 15 CruiseControl.NET1.5.7256.1Setup
Nant 0.90 nant0.90-bin.zip

Csunit 211 csUnit.2.1.1.BETA.setup

7-Zip 9.20 x64 | 7z920x64.msi

NetAgquntage 2008 Vol.1 NetAdvantage WinForms_20081 CLR20_ Product.exe
Infragistics CLR 2.0

Tx Text Control .

16.0 NET 16.0 tx_1600_dotnetserver_spl.zip
Adobe Acrobat Reader| g3 | AgheRdr930_en_US.exe

9.3 or higher - =

ImgBurn 2.5 or higher 2.5.1.0 | SetuplmgBurn_2.5.0.0.exe

WYLE LABORATORIES, INC.
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3.0

3.1 Software (continued)

Table 317 Democracy Suite 4.0 ImageCast Precinct Election Firmware Compiler Descriptions

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Software Required For Software Filename
Testing Version
_ gcc3.4.0 m68k-uclinux-tools-c++gcc3.4.0
g++ (GNU C++ compiler) 20040603 | 20040603.sh

Table 3-18 Democracy Suite 4.0 ImageCast Evolutioitlection Firmware Compiler Descriptions

Software Re_quwed For Softvv_are Filename
Testing Version
. gcc4.5.55 | freescalepowerpelinux-gnu
g++ (GNU C++ compiler) | o 1ing2 11,55 | 2010.0955.i686.rpm

Table 3-19 Democracy Suite 4.0 ImageCast Precinct Firmware Build Environment Component

Descriptions

Software Re_quwed Software Version Filename
For Testing

Ubuntu 10.04 LTS 10.04 ubuntu10.04. 2desktopamd6a4.iso
Long-term support
Too_Ichaln Installation N/A Toolchain.sh
Script
m68k uClinux tools m68kuclinux-toolsbasegcc3.4.0
base gcc 3.4.020040603 20040603.sh
m68kuClinux tools m68kuclinux-tools-c++gcc3.4.0
CH+ gee 3.4.020040603 | 54,040603.sh
m68k uClinux tools m68kuclinux-tools-gdb-
gdb 20040603 | 54040603.sh
OpenSSL 112 Openssfiips-1.1.2.tar.gz

Table 320 Democracy Suite 4.0 ImageCadEvolution Firmware Build Environment Component

Descriptions

Software Required Software .
i . Filename
For Testing Version
Ubuntu 10.04 LTS | ubuntul0.04.2desktopi386.iso
LTIB 10.1.1a [tib-10-1-1asv.tar.gz
g++ (GNU C++ gcc4.5.55 freescalegpowerpelinux-gnu-2010.09
compiler) eglibc2.11.55 | 55.i686.rpm
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MATERIALS REQUIRED FOR TESTING (CONTINUED)
Equipment

This subsection categorizes the equipment the manufacturer has submitted for testing. Each test element is
included in the list of thequipment required for testing of that element, including system hardware, general
purpose data processing and communications equipment, and any required test instrumentation.

Every effort is made to verify that the COTS equipment has not been mddifiade. Wyle will perform

research using theOTS equipmentnanufactures 6 w elased dn ¢éhe serial and service tag numbers for

each piece of equipmerdand will evaluate COTS hardware, system software and communications
components for proven performze in commercial applications other than electioRer PCs, laptops, and

servers, the service tag information is compared to the system information found on each machine. Physical
external and internal exami nats abiltiesiween theé eq@pmeneis f o r 1
easily accessible without the possibility of damage. Hard drives, RAM memory, and other components are
examined to verify that the components match the information found onC@®&S equipment
manufacturersod websites.

The manufacturer provided the hardware listed in TabRl 3or the purpose of testinthree documented
system configurations: Enterprise, Standard, and Express. This hardware consists of PCs,
Application/Database Servers, encrypted Network Attached StoflgeS) servers, and ruggedized
encrypted portable hard drives.

The system configurations consist of:

1 Enterprise: (2) PCs, (1) Application Servers, (1) Database Servers, (1) encrypted NAS for
Application Server, (1) encrypted NAS for Database Server

1 Standard: (1) PC, (1) Application Server/ Database Server, (1) encrypted NAS for
Application/Database Server

1 Express: (1) PC and (1) Portable Hard Drive

Table 3-21 Democracy 4.0 Voting System Equipment Description

Serial

Equipment | Manufacturer | Version/Model Specifications Number

Processor: Intel Core4360 2.8
GHz, Memory: 4x 1GB
1333MHz DDR3, Hard Drive
Capacity: 500 GB

PC1 Dell Precision T1500 61VNNM1

Processor: Intel Core4360 2.8
GHz, Memory: 4x 1GB
1333MHz DDR3 Hard Drive
Capacity: 500 GB

PC2 Dell Precision T1500 61TPNM1

Processor: Intel Core4360 2.8
GHz, Memory: 4x 1GB
1333MHz DDR3, Hard Drive
Capacity: 500 GB

PC3 Dell Precision T1500 61YMNM1

Processor: Intel Core4860 2.8
GHz, Memory: 4x 1GB
1333MHzDDR3, Hard Drive
Capacity: 500 GB

PC4 Dell Precision T1500 61TNNM1
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3.0

3.2

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Equipment (continued)

Table 3-21 Democracy 4.0 Voting System Equipment Description (continued)

Equipment | Manufacturer | Version/Model Specifications Serial
Number
ProcessorAMD Athlon 11 X2
Inspiron One | 240e2.8 GHz, Memory8GB
PCS Dell 2305 Dual Channel333MHz DDR3, | 04C3P1
Hard Drive Capacity: 1 B
Processorintel Xeon E562@ .4
PowerEdge | GHz, Memory:8x 2GB
SERVER1L Dell R610 1333MHz DDR3, Hard Drive SMINNML
Capacity:2x 500 GB
Processor: Intel Xeon E5620 2.;
PowerEdge | GHz, Memory: 8x 2GB
SERVER? Dell R610 1333MHz DDR3, Hard Drive SM8PNML
Capacity: 2x 500 GB
Processor: Intel Xeon E5620 2.
PowerEdge | GHz, Memory: 8x 2GB
SERVER3 Dell R610 1333MHz DDR3, Hard Drive SM8QNM1
Capacity: 2x 500 GB
Disk space: 2 TEStriped +
: Mirrored), Processor: 400 MHz | ROC7326210
STORAGE1|  Rocstor Gg;:jdgnsfg{m'v' storage I/O, Hot bus interface: | 47/SB090101
y eSATA, Drive bus interface: 54
SATAII
Disk space: 2 TB, Processor: 4(
: ’ ROC7326210
Guardian 4RM | MHz storage I/O, Hot bus
STORAGE2 Rocstor Raid System | interface: eSATA, Drive bus 45/8%390101
interface: SATA
Disk space: 2 TB, Processor: 4(
: ’ ROC7326210
Guardian 4RM | MHz storage I/O, Hot bus
STORAGE3 Rocstor Raid System | interface: eSATA, Drive bus 46/8%290101
interface: SATA Il
Commander
STORAGE4 Rocstor 2UE Portable | Hard Drive Capacity: 500 GB 5VJ4DRJP
Hard Drive
Commander
STORAGES5 Rocstor 2UE Portable | Hard Drive Capacity: 500 GB 5VJ48VF]
Hard Drive
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3.0

3.2

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Equipment (continued)

In order to perform the software Witness and Trusted Builds, one Personal Computer has been provided as a
build machine. The build machine is described in the table below:

Table 3-22 Build Machine Description

Equipment Manufacturer Version/Model Serial Number Noc;(-)gg'/l's
Super Micro
Build 1 | PCwi4 Hard | PO Hard BM-57381001 CoTS
Drives fves

To support the test program, Dominion has provided additional supporting hardware for the provided
Personal Computers. A list of these items is providéithble 323.

Table 3-23 Dominion 4.0 COTS Voting System Support Equipment Description

TestMaterial Make Model Quantity Serial Number
COTSCentral High | ., DR-X10C 2 ED300&74, ED300880
SpeedScanner
iButton (SHA1) with Maxim USB R/W: DS9490R 3 4D027G 4C9CF5
USB Reader/Writer iButton: DS1963S 514DFD
iButton (SHA1) Maxim DS1963S 2 ACE4C94D064A
. . . DYLM19R6-KLE-
LCD Monitor Soyo 18. 50LCi de 1 10202
LCD Monitor Samsung 2 3wide LCD 1 MY23HVMS701197B
. O07E4EUS 07F071S
LCD Monitor Dell 1909W 4 07R06US 07F074S
LCD Monitor Dell N445N 3 2TWC, 2UOC, 2U6C
. USB Soundwave 7.1 Audid SW-57381001, SW-
Audio Adapter Soundwave Adapter 2 57381002
Soundwave 7.1 PCI
PCI Software Soundwave Software 2 n/a
USB Software Soundwave USB Soundwave 7.1 1 n/a
Software
Networking Switch |  D-Link D-Link Pe o L0 SPort 1 DRL728A001397
G1A00MOM, 10203JT)
Mouse Dell USB w/rollerball 4 LZA30491960Q
438027372
Mouse Microsoft USB w/rollerball X800898
Keyboard Kensington USB D0713000487
Keyboard Microsoft USB 6968200717217
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MATERIALS REQUIRED FOR TESTING (CONTINUED)
Equipment (continued)

Table 323 Dominion 4.0 COTS Voting System Support Equipment Description

Test Material Make Model Quantity Serial Number
Keyboard IBM USB 1 2162079
Compact Flash . 01716180201833
Reader SanDisk USB 3 0171631
Networking . . F36J69C004821
Switch D-Link DGS-2208 8Port Switch 2 F36J69C004824
Headphones | Radio Shack 3327601 1 Headphones
eSATA PCI Card
(Installed into SIIG, Inc. eSATA Il PCle Pro Card 7 n/a

Servers and PCs

Card Reader GGl Gear | Compact Flash Card Read 4 CFRW57381001thru 004

Sony Headphone MDR-G45LR01 1 Sony

Cyber Acoustics Cyber
Headphone Acoustics ACM-70 2 DVS23000048

Table 3-23 Dominion 4.0 COTS Voting System Support Equipment Description

Test Material Make Model Quantity Serial Number
. Origin , AV-57381001thru 003,002251,
Sip & Puf Instruments Alr Voter ! 002268, 002267

Footswitch Pair 4 Kinesis 4 FS57381001thru 004
Buddy Button 5700 1 Tash 1 BB-57381001
SeriesPair
#970 Armrest Sip & . .
Puff Attachment 6 Enabling Devices 6 AR-57381001thru 006
Compact Flash RiData CFC14A 50 Wyle-assigned numbers: kXX

The table below provides the serial numbers of the equipment submitted for testing:

Table 3-24 Democracy 4.0 Voting System Equipment

Equipment Description Serial Numbers

WLDAFBH0001, WLDAFBHO0002,
WLDAFBH0004, WLDAFBHO0005,

ICP Precinct CounOptical ScannePCOS 320A WLDAFBHO0018 WLDAFBH0019,
WLDAFBH0023
. . ICE2P1005, ICE2P1006, ICE2P1007,
ICE Precinct Count Optical Scanne@OS 400A ICE2P1008
ICP Ballot BOX-57381011, BOX57381012, BOX

Externally secure ballot box

Box 57381013, BOX57381014,

ICE Ballot Externally secure ballot box BOX-5738101, BOX-5738102, BOX-
Box y 5738103, BOX-5738104,
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.3 Test Support Materials
This subsection enumerates any and all test materials needed to perform voter systenitestaocgpe of
testing determines the quantity of a specific material required.
The following test materials are required to support the Demo&uaity 4.0 cdification testing:
Table 3-25 Democracy Suite 4.0 Test Support Materials
Test Material Quantity Make Model
Hasp Locks (red) 50 N/A N/A
Tamper Evident Seals 50 N/A SE-37
Disposable Gloves 3 N/A N/A
Gloves and Mouthpiece Kit 17 N/A N/A
Green andVhite Mouthpiece Kit 5 N/A N/A
Black and Clear Mouthpiece 1 N/A N/A
ATI Handsets 12 Dominion ATI-57382001 thru 012
Black Ballot Privacy Sleeves 4 Dominion N/A
White Ballot Privacy Sleeves 4 Dominion N/A
Black Privacy Panels (set of 2 - N/A
. Dominion
pieces)
White Privacy Panels 4 Dominion N/A
Thermal PrinteRolls 100 N/A N/A
Combination Lock 2 MASTER Lock 646T
Keyed Lock 4 MASTER Lock 121Q
Security Keys 50 Maxim N/A
Ballots 2000 Dominion N/A
Dominion Cleaning Kit 1 Dominion N/A
Permaneniarkers 20 p/n SHARPIE1 BK N/A
3.4 Deliverable Materials

The materials listed below are to be delivered as part of theEracy 4.0 System to the users:

Table 3-26 Deliverable Materials

Deliverable Material Version Description
Election EvenDesigner 4.6 EMS client application
Results Tally and Reporting 4.6 EMS client application
Audio Studio 4.6 EMS client application
Application Server 46 EMS server application
Datacenter Manager 46 EMS server application
. 4OOA\.N/ Firmware Precinct ballot scanner and ADA accessible
ImageCast Evolution versian 4.1.3.2 . .
voting device
loaded
. 320AW/ Firmware Precinct ballot scanner and ADA accessible
ImageCast Precinct version 4.5.4 . .
loaded voting device
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.4 Deliverable Materials (continued)

Table 3-26 Deliverable Materials (continued)

Deliverable Material Version Description
Cana DR-X10C
ImageCast Central Count w/Firmware version Central ballot scanner
4.0.26loaded
ImageCast EvolutioMetal BOX-400A ICE Metal Ballot box
Ballot Box
Imagecast Evolution Plastic BOX-410A ICE Plastic Ballot box
Ballot Box
mmageCast Precint Metal Ballol  gox.3108 ICP Metal Ballot box
mageCast Precinct Plastic Ball - gox-3304 ICP Plastic Ballot box
Dell PowerEdge Encrypted Network Attached Storage
RocstorEncrypted NAS R610 module for server and data backup
Rocstor Commande Encrypted and ruggedized external harc
Rocstor Portable Hard Drive 2UE Portable Hard yp d?i\?e
Drive
Maxim USB R/W: : o .
iButton with Reader/Writer DS9490R Security authentication token with

iButton: DS1963S programmer

D-Link DGS-2208 8

Gigabit Network Switch Network switch for enterprise configuratio

Port Switch
ICE/ICP Headphones Cyber Acoustics Headphones used for audio voting
Sip/Puff Device Orlgm. Instruments Binary input device for disabled voters
Air Voter
ICP System Operation Procedu 1.1.0::120 TDP Document
EMS System Operation 12.0:282 TDP Document
Procedures
ICE System Operation 1.0.0::45 TDP Document
Procedures
ICC System Operation 1.10:49 TDP Document
Procedures
ICP System Maintenance Manu 1.1.0:3 TDP Document
ICE System Maintenance Manu 1.1.0:56 TDP Document
Election Event 1.2.7 TDP Document
Guide
Results Tally and Reporting
Us e Buide 124 TDP Document
Audi o Studio U 12.1 TDP Document

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No.30of 59
Certification T est Plan T&381.0101, Rev. D

4.0

TEST SPECIFICATIONS

Certification testing of th®emocracy Suite 4.3 the configuration submitted in the EAC applicatiovS-
1001 Wyle qualified personnel will ensure thall certification tesing performed on thenanufactured s
voting system follow Wyleds procedure$or testingand the specific testases to ensure the requirements of
the EAC 2005VVSG and EAC Testing and Certification Prograramdalare met

Below is a list of EAC Request for Interpretations (RFI) and Notice of Clarifications (NOC) that will be
incorporated in the test campaign:

Interpretations
201008 EAC Decision on Calling Sequence

201007 EAC Decision on Module Length

201006 EAC Decision on DRE Accessibility Requirements and Other Accessible Voting stations
201005 EAC Decision on Testing of Modifications to a Certified System
201004 EAC Decision on Functional Requirements with Resge8tturity
201003 EAC Decision on Database Coding Conventions

201001 EAC Decision on Voltage Levels and ESD Test

200906 EAC Decision on Temperature and Power Variation

200905 EAC Decision on Toil Requirements

200904 EAC Decision on Audit Log Events

200903 EAC Decision on Battery Bacg for Central Count Systems
200902 EAC Decision on Alternate Languages

200901 EAC Decision on VVPAT Accessibility New

200812 EAC Decision on Ballot Marking Device/Scope of Testing
200810 EAC Decision on Electrat Fast Transient

200809 EAC Decision on Safety Testing

200808 EAC Decision on Automatic Bar Code Readers

200807 EAC Decision on Zer@ount to Start Election

200806 EAC Decision on Battery Backup for Central Count

200805 EAC Decision on Durability

200804 EAC Decision on Supported Languages

200803 EAC Decision on OS Configuration

200802 EAC Decision on Battery Backup for Optical Scan Voting Machines
200801 EAC Decision on Temperature and Power Variation

200706 EAC Decision on Recording and Rejpay Undervotes

200705 EAC Decision on Testing Focus and Applicability

200704 EAC Decision on Presentation of Alternative Language
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4.0

4.1

TEST SPECIFICATIONS (CONTINUED)

200703 EAC Decision on Summative Usability Testing
200702 EAC Decision on Variable &nes

200701 EAC Decision on Accessible Design

Notice of Clarifications

NOC 090057 Development and Submission of Test Plans for Modifications to EAC Certified Systems
NOC 0900471 Development and Submission of Test Reports

NOC 0900371 De Minimis Chang Determination Requirement

NOC 09002-- Laboratory Independence Requirement

NOC 09001 -- Requirements for Test Lab Development and Submission of Test Plans

NOC 08003-- EAC Conformance Testing Requirements

NOC 08002-- EAC Mark of Certification

NOC (B-001-- Validity of Prior Nonrcore Hardware Environmental and EMC Testing

NOC 07005-- Voting System Test Laboratory Responsibilities in the Management and Oversight of Third
Party Testing

NOC 07004 -- Voting System Manufacturing Facilities

NOC 07003-- State Testing Done in Conjunction with Federal Testing within the EAC Program
NOC 07#002-- VSTL Work with Manufacturers Outside of Voting System Certification Engagements
NOC 07001-- Timely Submission of Certification Application

Requirements(Strategy of Evaluation)

To evaluate the system test requirements, each sectionlEA@GE005VVSG will be analyzed to determine
the applicable testsThe EAC 2005VVSG Volume | Sctions, along with the strategy for evaluation, are
described below:

1 Section 2. Functional Requirementsi The requirements in this section will be tested during the FCA

and System Integration test utilizing the AWyl e

desigredfor theDominion Democracy Suite 4er section 4.4.3 and 4.4.9'he data input during these
tests will be the predefined election definitions submitted as part of the Test Plan Package.

9 Section 3 Usability and Accessibilityi The requirements in this section will be tested during the

Usability Test utilizing a combination of t he

Usability Test Caseso. The data input dur i
submitted as part of the Test Plan Package.

i Section 4 Hardware Requirementsi The requirements in this section will be tesaedl/orevaluated
by trained Wyle personnel per sections 4.4.2 and the table in section 6.

1 Section 5 Software Requirementsi The requirements in this section will be tested during source code
review, TDP review, and FCAA combination of review and functiohtesting will be performed to
ensure these requirements are met.
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4.0

4.1

41.1

4.1.2

TEST SPECIFICATIONS (CONTINUED)

Requirements(Strategy of Evaluation) (continued)

1

Section 6 Telecommunicationi A test of the telecommunication technologies utilized by the
Dominion Democracy Suite 4Will be tested for data accuracy and correctness by analyzing the packet
level information beingransmitted Section 6.2.6 will be excluded since tBemocracy Suite 4.8oes

not support the use of public netwarks

Section 7 Security Requirementsi The requirements in this section will be tested during source code
review, FCA, System Integratioand Security Tests.In addition to functional testingh¢ source code

for the Dominion Democracy Suite 4.9ill be analyzed utilizing FortiffE Source Code Analysis
(SCA) for security vulnerabilities in addition to the manual line by line review.

Section 8 Quality Assurance (QA) Requirementsi The requirements in thisection will be tested
throughout the test campaigra various methodsIDP review will be performed on tli2ominion QA
documentation to determine complianceEt&C 2005VVSG requiementsand the requirements stated

in theDominion Voting System®A Program documentAll source code will be checked to ensure that
proper QA documentation has been completed. All equipment received for initial testing and follow up
testing will be cheked againsDominion documentation to ensure their QA process is being followed.
Wyle personnel will complete the requirements of EAC 2005 VVSG Vol. 2 Section 7, Quality Assurance
Testing and Section 1.3.1.5, Focus of Vendor Documentation that requitep&/sonnel to physically
examine documents @ o mi n ilocatiol ser conduct an external evaluation utilizing equipment,
documents and support information provided by Dominion during the test campaign.

Section 9 Configuration Management (CM) Requirementsi The requirements in this section will be
tested throughout the test campaighDP review will be performed on thBominion configuration
management documentation to determB&C 2005 VVSG complianceand to further determine
whetherDominion is following its documented CM requirements within the TOBuring source code
review, Wyle qualified personnel will verify th@ominion Voting Systemss following EAC 2005
VVSG CM requiements as well a®ominion CM requirementsAny anomalies will e formally
reported to Dominiorand the EAC All equipment received for testing will be checked against
Dominiondocumentation to ensure their CM process is being followed.

Mapping of Requirements to Ejuipment Type and Features

Please refer tthe EAC online matrix tool (VRT) for further reference.

Rationale for ONot Applicabled Requirements

The Dominion Voting Systems Democracy Suite &@ papetbased precinct counting system that supports
a closed network (does not support transiois over public networks). Therefore, all EAC 2005 VVSG
requirements, with the exceptions listed below, will be evaluated as part of this test campaign.

1 Volume | Section &.6(Telecommunication Requirements)

1 Volume | Section 7.5.2 7.5.4(Telecommunicaons and Data Transmission)
1 Volume | Section 7.6 (Use of Public Communication Networks)

1 Volume | Section 7.7 (Wireless Communications)
1

Volume | Section 7.9 (Voter Verifiable Paper Audit Trail Requirements)
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4.0

4.1

4.1.2

4.2

TEST SPECIFICATIONS (CONTINUED)

Requirements (Strategy of Evaluation (continued)

Rationale for ONot Agmihuedt abl ed Requirements

The rationale for not evaluating the Democracy Suite 4.0 to the requirements contained in the indicated
sections of the EAC 2005 VVSG described belowRefer to the EAC online matrix tool for specific

requirements that are excluded during this test campaign.

Table 41 Not Applicable Requirements

EAC 2005 VVSG

Volume | Section

6.2.6,7.5.2, and 7.5.4 Theserquirem_ents are written for use @ublic networks. The Dominio
Democracy Suite 4.0 does not use public networks.

This section was intended for a shared operating environment on ballot reg

and vote counting equipment. The ICE and ICP dsglicated operatin

Rationale for ONot Appl:i

75.4 environments and will be excluded from this requirement. The EMS ang
components do use a shared operating environment and will be testieid
VVSG clause
Thi s section pertains to AVot i ficg

7.6 tel ecommunicationséo The Dominion
transmission over public networks.

7.7 No wireless technology is present in the Dominion Democracy Suite 4.0.

7.9 The Dominion Democracy Suite 4.0 is a paper based system.

Hardware Configuration and Design

The Dominion Voting Systems Democracy Suite is a phpeed optical scan voting system. The
Democracy Suitesystemconsists of four majocomponentsthe EMS, ICE precinct scannand ballot
marking devicelCP precincscanner, and ICC central count scanii@e Democracy Suite is comprised of
two proprietary pieces of hardwaf(CE and ICPR and one piece of COTS hardwail€C). All EMS
functions are handled by proprietary software running on COTS PC/legawpsé. Wyle has determined
that these COTS PC/laps/severs are not subject tbhardwaretesting per theEAC 2005 VVSG. The
provided PC/laptops/seers documented in Section 3 Materials Required For Testing all containddl CE,
and FCC labeling

ICPiT Wyle Laboratoriepreviouslyperformed testingo the EAC 2005 VVSG on the IGR configuration

that consisted of an ICP unit, with firmware version 4.5.4, and a standalone EMS configuration, version 4.5
RC9, as part of a state test effort. Wyle will bitizibhg the data obtained during that test effartsatisfy
requirements for this test campaign for the following tests: Electrical, Environmental, Usability, Security,

Maintainability, Availability, Safety, and Accuracy (performed via pdpesed votingand audio voting
sessions).

ICE - ICE will be set @ the ballot box to simulate the acte#ction configuration. During operational tests
theunit will be inauto feed modei( S -9 le i )raedd@can test ballots for the duration of the operational test.
Each unit willbe loaded with th®perational Status Chet¢kardware election definitiononfigured fo early
voting. This will allow all the data generated for theBprational, Operational, and Paogterational test to

be further analyzed, compileshd included in the Reliability anlvailability Test results.
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4.0 TEST SPECIFICATIONS (CONTINUED)
4.2 Hardware Configuration and Design(continued)

ICC - ICC consists of COTS scanner and COTS WorkstationTlR€.Canon DRX10C (S/N ED300874
scanner amh the Dell Inspiron One 2305 (S/N 564C3P1) Workstation PC contaitdCEand FCC labeling.
Due to the fact that these components are unmodified COTS equjaaemt!l as central count equipment,
they will be exempt frormon-operationalhardwaretesting; however the ICC will undergo Temperature
Power testing in conjunction with the ICE. Beyahd Temperature Poweest,the ICCwill only be utilized

in functional and system testing for this campaign.

4.3 Software System Functions

The Dominion Democracy Suite 4.0 System softwiarevritten in the C, C++,C# (C Sharp) programming
languags. The system software is broken into three ar&dS, Precinct tabulator software acting as
firmware, and central count application running on a C@bgstation.

TheDemocracy Suite EMSoftware consists of seven applicatitised below
Election Event Designer

Results Tally and Reporting

Audio Studio

Datacenter Manager

Application Server

Network Attached Storageerver

Database Server

=A =4 =4 =4 4 4 4

The Democracysuite 4.0 containsvo precinct tabulators. Both tabulators run software that is treated as
firmware. The software applications are ICP and ITBe Democracy Suite 4.0 has an independent
workstation running proprietary software. The IQ@plkication provides the central tabulation function for
the system.

4.4 Test Case Design

Wyle uses the Model Life Cycle as definelly the Institute of Electrical and Electronics EngineH&E).

The IEEE definition of the MWodel Life Cycle usestwocchcept s AVeri ficationd an
test approach is to use both #fAVerificationd and n
testing in the WModel Life Cycle: Component, Integration, System, and Acceptance. Wyle will be
evaluating théominion Demaocracy Suite 4t0 all fourlevels

4.4.1 Hardware Qualitative Examination Design

ICP Testing

As stated previouslyWyle Laboratories performed testing to the EAC 2005 VVSG on theACP
configuration that consisted of alCP unit, with firmware version 4.5.4, and a standalone EMS
configuration, version 4.5 RC9, as part of a state test effort. Wyle will be utilizing the data obtained during
that test effort to satisfy requirements for this test campaign for the followests: t Electrical,
Environmental, Usability, Security, Maintainability, Availability, Safétlyis testing was witnessed by Wyle
personnel at a third party laboratqrghd Accuracy (performed via pagssed voting and audio voting
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4.0 TEST SPECIFICATIONS (CONTINUED)
4.4.1 Hardware Qualitative Examination Design(continued)

sessions).Prior to initiation of that test effort, Wyle reviewed the results of testing performed on a previous
version of the Democracy Suitested by the New Yorkt&e Board of Elections

The version submitted to NYSBOE consisted of an earlier version of thealaifl$he ICPWyle researched

this test campaign and performed a comparison between the ICP version tested in the provided reports and
the ICP version suhitted as part of the IGR test campaign and concluded that some hardware tests could

be accepted and any test not accepted would be tested as part offheeBERampaign.

Additionally, Wyle reviewed the results of previous testing in the formhef following test reports
submitted by Dominion:

1 Sun Microsystems, Advanced Product Testing Lab Test Report Numife00B83 5, A Testi ng

Reportl mageCast Precinct Ballot Counter & Ball ot
9 Criterion Technology Test Repoftlumber 090824 4 55 R, AEMC Qualificati
Domi ni on, | mageCast Precinct Bal |l ot Counter Wi

T EMC I ntegrity Incorporated Test Report Number
Emissions, ImageCabtr eci nct Ball ot Counter and Ball ot Ma

T EMC Integrity Incorporated Test Report Number
|l mageCast Precinct Ballot Counter and Ball ot M

1 Compliance Integrity Serges Test Report Number DMBO7-R 0 2 , AEl ectrical Saf
UL 609501 : 2007, |l mageCast Precinct Counter and |

Wyle performed a hardware qualitative examination to assess if the tdsttngiented in the Dominien
supplied reportsvas performed under the guidelines of the EAC program, if the tests were performed per the
EAC 2005 VVSG, and the scope of the engineering changes implemented since test performance. The
results from this examation deemed that the majority of the previous test resedpgired further analysis

before they can be accepted the current test campaifpased on the following:

9 Previous ¢sting was performed on theP with a Ballot Marking Device Attached

1 Afteri ni ti al testing was completed there were mu
the changes Wyle performed Electrostatic Disruption and Electromagnetic Radiation testing to verify
the system operated within acceptable limits and no furthdrie@desting would be required.

It was noted thatnitial testing was performed on th@&P with an attached ballot marking device. T#

equipment configuration submitted to Wyle foetlICRA test campaign didiot include the ballot marking

device. To verify tha the Ballot Marking devicedid ot si gni ficantly alter t he
analysis was performed using an Electromagnetic Radiation quick sead an Electromagnetic
Susceptibility Test Theresulting electronic signatugeeneated during the quick scavas within acceptable

limits; therefore prior EMI testingwasacceptedor the ICRA test campaign

The Logic and Accuracy test performed on the ICP during theA@t campaign is also being utilized to
satisfy the requimaents for this test effortSince Wyle considers the ICP as a paper based scanner and a
DRE, the Accuracy test for the IORas performed by using both papkeased and audio ballotsThe
majority of the vote processinvgasutilizing the papebased functionality, while audio votegrebeing cast

at defined intervals between ballot scans
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Hardware Qualitative Examination Design(continued)

After analyzing the processes and reskiaig past testing, Wyleelieves thathe architecture and integration

of the recording process of an audio ballot and the scanning of a paper ballot are similar and use many of the
same software module®ased on this, Wyle concluded that the audiouteashould not be subjected to the

full requirement of Volume I, Section 4.7.1.1; therefore during test performance, 5000 audio ballot positions
were cast to satisfy the execution of the feature. The remaining ballot positenecaptured with paper

basd voting. All resultswere validated and verified against the election definition voting matrix for

expected results.

Based on the results of the examination, the summary of acceptable testing is provided in the table below.

The details of those tesdse presented in Section 6.0.

Table 4-2 ICP Hardware Test Examination Results

Susceptibility/4.1.2.10

80MHz to 1000MHz frequency

nggigt?c?r? Procedure/Description Con_lf_lggtrsglon Status
Logic and Ensure the unit can process 1,549,7.03_
consecutive ballot positions correctljthin the ICP Accept
Accuracy/4.1.1
allowable target error rate.
. Measure of the effectiveness, efficiency, and
Usability'3.1 satisfaction achieved by a specified set of us ICP Accept
Tests the voting system to ensure accessibi
for individuals with disabilities to include, buli
Accessibility/3.2 not limited to visually impaired voters by ICP Accept
providing the same access and participatio
opportunity.
Tests the abilityf the system to detect, prevel
Security/7 log, and recover from a broad range of securi ICP Accept
risks identified.
Tests the ease in which preventative and
Maintainability/4.3.4 corrective maintenance qctions can be ICP Accept
performed based on design, software, and
documentation.
Tests the voting system to help ensure the
probability that the equipment will be
oo operational and accomplish set functions. Tt
Avalilability/4.3.5 shall be calculated using the following formu ICP Accept
at a 99% availability rate:
Ai=(M TBF)/(MTBF+MTTR)
Safety/4.3.8 UL 609501 product safety review ICP Accept
Electrical Meets voltage and power requirements of EA ICP Accept
Supply/4.1.2.4 2005 VVSG Vol. 1 Section 4.1.2.4
Electromagnetic FCC Part 15 CladB for both radiated and ICP Accept
Radiation/4.1.2.9 conducted emissions
Electromagnetic IEC 610004-3 electromagnetic field of 1QV/m
modulated by a 1kHZ, 80% AM modulation a| ICP Accept
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4.4.1 Hardware Qualitative Examination Design(continued)

Table 42 Hardware Test Examination Results(continued)

Test/EAC 2005 - Configuration
VVSG Section Procedure/Description Tested Status
Temperature/Power | MIL-STD-810D, Method 502.2 and Method ICP Accept
Variation/4.1.2.13 501.2 163 hours at 50 degrees to 95 degrees P
High MIL -STD-810D, Method 501.2 maximum ICP Accept
Temperature/4.1.2.14| temperature shall be 140 degrees F P
Low MIL -STD-810D minimumtemperature shall be ICP Accent
Temperature/4.1.2.14| -4 degrees F P
Bench Handling MI_L —STDS%OD, Method 516.3 Procedure VI ICP Accept
six 40 drops on each
L MIL -STD-810D, Method 514.3 physical shocl
Vibration/4.1.2.14 and vibration during handling antichnsport ICP Accept
Humidity Test/4.1.2.14 MIL—_S_TI}SlOD, Method 501.2 ten 24 hour ICP Accept
humidity cycles
Electrical Power IEC 610004-11 (199406) power surges and
Disturbance/4.1.2.5 | dips ICP Accept
Electrical Fast
Transient/4.1.2.6 IEC 610004-4 (199501) ICP Accept
Lightning
Surge/4.1.2.7 IEC 610004-5 (199502) ICP Accept
Electrostatic IEC 610004-2 (199501) 15kV air discharge ICP Accent
Disruption/4.1.2.8 and 8kV contact discharge P
Conducted RF IEC 610004-6 (199604) conducted radio
. ICP Accept
Immunity/4.1.2.11 frequency energy
Magnetic Fields IEC 610004-8 (199306) AC magnetic fields o ICP Accent
Immunity/4.1.2.12 | 30 A/m at 60Hz P
*Safety testing was witnessed by Wyle at a third party laboratory
ICE Testing
The DominionDemocracy Suite .® ICE hardware will beested by he Wyl e LEMhDynanicgr i e s €

and Environmental test facilities for testing to the hardware requirenientecordance with Wyle
Laboratories A2LA certifications 845.003. All EMI testing will be performed per thillowing Wyle
Laboratories6 TestEMAuUO 1dre,l i mM®ysl eDolcaubmoernatsor i esd Te s
El ectromagnetic Interfereh@C2A, ( EMIgst TeRnto ngdyr ean
Documeat ati on of Radi at ed and Conducted E miTlsesei on s
proprietary documents shall be submitted under separate cover for refeAdhdmrdwaretesting will be

performed per the guidelines BINSI/NCSL Z5401 , i C a |Labbratai¢siandnMeasuring and Test
Equi pment , Gener al Reqlu, ré@eat by Asdurd &MOc el ORAQuU i
E g ui p arathe governing MIESTD to which the test is requiredll pre-voting and postvoting tests

will be conductedy Wyle qualified personnel at the Wyle Huntsville, AL facility.
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TEST SPECIFICATIONS (CONTINUED)
Test Case Design (continued)
Hardware Qualitative Examination Design (continued)

The followinghardwareests shall be performexh the ICEper Volume | of th&eAC 2005 VVSG:
9 Electrical Supply (Section 4.1.2.4)

9 Electrical Power Disturbance (Section 4.1.2.5)

9 Electrical Fast Transient (Section 4.1.2.6)

9 Lightning Surge (Section 4.1.2.7)

9 Electrostatic Disruption (Section 4.1.2.8)

1 Electomagnetic Emissions (Section 4.1.2.9)

9 Electromagnetic Susceptibility (Section 4.1.2.10)

1 Conducted RF Immunity (Section 4.1.2.11)

1 Magnetic Fields Immunity (Section 4.1.2.12)

1 Environmental Contral Operating Environment (Section 4.1.2.13)
1 EnvironmentalControli Transit and Storage (Section 4.1.2.14)

1

Safety Sectior4.3.8) This testing will be performed at MET Labs and witnessed by Wyle personnel

ICC Testing

ICC consists of COTS scanner and COTS WorkstationTP€ Canon DRX10C (S/N ED30087¥scanner

and the Dell Inspiron One 2305 (S/N 564C3P1) Workstation PC contaiblGEnd FCC labeling.Due to

the fact that these components are unmodified COTS equipment, as well as central count equipment, they
will be exempt from nomperational hardware testing; however the ICC will undergo Temperature Power
testing in conjunction with the ICE. Beyorlde Temperature Powdest,the ICC will only be utilized in
functional and system testing for this campaign.

Support Equipment

Dominion submitted COTS PCs and Laptops to be used during the test campaign that were labeled CE, UL,
and FCC compliant. Theupporting documentation for this testing has not been submitted to Wyle at this
time. During this test campaign Wyle will review this documentation to ensure that it meets the
requirements of the EAC 2005 VVSG.

4.4.1.1 Mapping of Requirements to Specift Interfaces

4.4.2

Please refer to the EAC online matrix tool for further reference on requirements mapping.
Software Module Test Case Design and Data
Wyle implements Component Level Testing during #@A for each component and subcomponent,

exercising the functionality of each component and subcomponent asedkmighdocumented. Wyle will
utilize limited structurabased techniques (whitox testing) mainly in the area of Source Code Review,
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TEST SPECIFICATIONS (CONTINUED)
Test Case Desigiicontinued)
Software Module Test Case Design and Daf@ontinued)

Compliance Builds and Security Testing and Review. Wyle will depend heavily on specifitated
techniques (blackox testing) fo the individual software components.

The most common specificatidrased techniques applied to the Dominion Voting Systems Democracy Suite
4. 0 during the software testing pgotiaond dfbouesdtar
testing :

1T AEqui vpartitenngpe wi | | be used to evaluate specific
of the Democracy Suitéor valid and invalid data during tHeCA. For software functions and data
entry points, an entry will be made for a valldta requirement and at least one invalid data
requirement to test for normal and abnormal conditions.

T ABoundary Value Testingo wild.l be used to eval u
for minimums and maximums during the F(Par software functions and data entry points, an entry
will be made for all minimum and all maximum documented requirements to test for normal and
abnormal conditions. This technique will be used for numeric ranges as wellasmeric ranges.

Wyle will document an expected result for each test. The ACCEPT/REJECT criteria at the Component Level
will be based on the expected result. If the System Under Test (SUT) performs as expected the results will
be accepted. If the SUT does not perform as expectetkshavill be evaluated for tester error. If it is
determined there was no tester error, the test will be repeated in an attempt to reproduce the results. If the
results can be reproduced and the expected results are not met the SUT will have faitgd thehe results

cannot be reproduced the results would be determined to not be repeatable and the test would continue
Wyle will document the error and track the error through resoluiiéyie will not move to the next level of

testing until all doamented errors are resolved to try and minimize errors that might occur farther along in
the test campaignEngineering analysis will be performed to determine what effect the resolution has on the
component. A determination will be made whether RegvasBesting will besufficient or a completee-

test is necessary.

Software Functional Test Case Design and Data

Wyle implements Integration Level Testing primarily focusing on the interface between components and
applications. The test approach to be used forDibeminion Democracy Suite 4.@ill be a bottoraup

approach where the lowdavel components will be tesd first and then used to facilitate the testing of
higherlevel components The specificatiol as ed techni que used by Wggl e at
Cas® . The actors that Dbomwien Dbneeracy Suittddiathefoiloend: t o us e

9 Election Administratoii the actor with responsibility of entering the election definition with translation
and audio. This actor is also responsible for maintaining EMS users and the election database.

1 Warehouse Techniciainthe actor responsibler loading the election defindn onto the ICE and ICP
units. This actor also runs diagnostic $estd maintains the units.

1 Poll Worker the actor at the precinct locatiem set up and close down the ICE and @&PElection
Day.

1 Voteri the actor whghysically castthe ballot on Election Day.
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TEST SPECIFICATIONS (CONTINUED)
Test Case Design (continued)

Software Functional Test Case Design and Data (continued)
1 ADA Voteri the actor with special needs who has to vote unassistetbotion Day.

9 Election Officiali the actor who reports and audits the election repoktElectionDay.

AUse Caseo wil/ be used during the FCA with a sirt
Thi s pass wil |l be considered the M@AMaster Copyo
applications during Integration level testing. E@mponentlownstreanin the test process needs data from
previous processes, the AMaster CopyoO racdss. in@wna ¢ an
teststhatwillut i | i ze the HAMaster Copyo of daetommumitation,he | 1

and Usability.During test performancef anerror occurs between data interfaces or in the process flow, an
engineering analysis will be performed to determine if the error is data, proacetsster error. The
ACCEPT/REJECT criteria fdntegration Level testing is whether the components and applications interface
using the documented process for each actor. If there is an error interfacing between components, the error
will be documented and tracked through resoluti@mgineering aalysis will be performed to determine

what effect the resolution has on the component. A determination will be made whether Regression Testing
will be sufficient or a complete #test is necessary.

SystemLevel Test Case Design

Wyle implements Syem Level testing focusing on a complete system including all proprietary software,
proprietary hardware, proprietary peripherals, COTS software, COTS hardware, and COTS peripherals in a
configuration of the systeim intended use. THBominion Demaocracy Ste 4.0is intended to support both

large and small jurisdictionsNy | e 6 s a pDomimioa DamocraoyrSuite 4Will be to execute System

Level Testingwith a variety of elections that include various combinations of jurisdictions, parties, and ballot
styles Wyle will have three different test setup configurations for EMS componentsas referenced in
section 1.4.1 of this document

Wyle will test the function of alhardware, software, and peripherafshe complete system during System

Level Testing. The ACCEPT/REJECT criteria for System Level testing is whether the system can continue
in testing. The two scenarios aréccept or Reject. Accept is either 1)f no errors are foundyr 2) if an

error is encountered but the system continoesperate and engineering analysis determines that the root
cause does not affect testing. Reject if the system is too unstable to continue or engineering analysis
determines the root cause could affect further testing.

Wyle implements Acceptance Leuelsting focusingpn all the data collected during the entire test campaign
along with performing the ATr ust etdstin@® hardware® tesfing, r t h
software testing, functional testing, security testing, volume testings sé&ig, telecommunication testing,
usability testing, accessibility testing, and reliability testing activities will be combined to ensure all
requirements that are supported by B@minion Democracy Suite 4i@ the EAC 2005 VVSG have been

tested. Al requirements will be checked against the test dagmdare theEAC 2005 VVSG requirements

are met. Iltems not supported b®ominion Democracy Suite 4.Qill be documented. Any issues
documented during testing will be resohadannotated in the testgort

Wyle will report all issues discovered during this test campaign to the EAC. The EAC has the final
determination on whether the system meets all the requirements for an EAC certified system. The
ACCEPT/REJECT criteria for Acceptance Level tegtis whether or not the data for the test campaign
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TEST SPECIFICATIONS (CONTINUED)

supports a recommendation for certification by the EAC. If Wyle determines there is not enough data to
ensure a requirement was met, the test plan will be akke@durther testing will be done.

Security Functions

The purpose of the security testing will be to evaluate the effectivenessénimcracy Suitén detecting,
preventing, logging, and recovering from any security risks identified by simulating attacks on the system.
To accomplish this\Wyle has developed internal operating procedures to evaluaBothamion Democracy

Suite 4.0to the security guirements set forth in thEAC 2005 VVSG. These procedures have been
specifically tailored to assess tB®minion Democracy Suite 410 the applicable requirementalyle will

attempt todefeatthe access controls and physical security measures docuanierbezDominiontechnical

data packageA threat matrix will be created to deteine the risks and vulnerabilities.

Wyle will utilize a combination of functional testing, source code review, and F&ti§CAto evaluate the
Democracy Suite Wy | retégyg for sevaluating the Democracy Suite will be to utilize the Express
Hardware Configuration and the Enterprise Hardware Configuration. Wyle excluded the Standard Hardware
Configuration because this configuration overlaps the other two.

The followingareas are not applicablettee Democracy Suite 4.8nd argherefore not included in the scope
of the security testing:

i Use of Public Networks
1 Wireless Communication

Testing will be performedy a qualified security expert. All findings will be reportedRominion for
resolution Dominion will review all findings and correct riskhat violate the standardAll documented
risks will be reportecs an addendum to the final test report.

TDP Evaluation

Wyle qualified personnel will perform a comprehensive review of Elmninion TDP to determine
compliance to th&eAC 2005 VVSG requirements aridominionspecific requirements. Wyle qualified
personel utilize a TDP Review Matrixvhich lists everye AC 2005 VVSG requirement pertaining to TDP
review. Wyle qualified personnel will record the results of the review of each document to the applicable
requirements listed in the TDP Review Matrix.

During the TDP review process, eactcdment will be reviewed for completeness, clarity, and correctness,
and continuity between the TDP documents. The review results will be formally repoBedntnion for
resolution. If a revised document is received, it will beendewed as discussed this section. The TDP

will be continued to be reviewed during the entire testing process as these documents will be utilized to set
up the systems, verify correct operational results and numerous otherAesiie end of the TDP review
process, an Aomaly Report will be issued listing the roompliant items on a documeloy-document

basis if applicable

A listing of all documents contained in tB®minion Democracy Suite 4.0 System TDP is provided in Table
4-2.
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4.6 TDP Evaluation (continued)

Table 4-2 Democracy Suite 4.0 TDP Documents

Democracy Suite 4.0 TDP Documents System Version Date Dl\?l(j;rgspt
Documents describing overall system performance:
SystemConfigurationOverview All 1.2.0::197 | 9/6/2011 2.02
System Security Specification All 1.1.0::261 | 9/6/2011 2.06
Configuration Management@tess All 1.2.0::135 | 9/6/2011 2.11
Quality Assurance fi®dgram All 1.2.0::68 9/6/2011 2.12
System Test and Verification All 1.1.0::88 9/6/2011 2.07
System Test and Verification Suites All 1.2.0::2 9/6/2011 2.07
Persqnnel Training and Deployment All 11.033 9/6/2011 210
Requirements
Documents describing functionality, hardware, software design, maintenance, and operation
EMS FunctionaDescription EMS 1.1.0::49 9/6/2011 2.03
ICE Functional Description ICE 1.2.0::37 9/6/2011 2.03
ICP Functional Description ICP 1.1.0::73 9/6/2011 2.03
ICC Functional Description ICC 1.1.0::27 9/6/2011 2.03
ICE Tabulator System Hardware Specificatio ICE 1.2.0::220 | 9/6/2011 2.04
ICP Tabulator System Hardware Specificatio ICP 1.1.0::51 9/6/2011 2.04
ICE System Hardware Characteristics ICE 1.2.0::46 9/6/2011 2.04
ICP System Hardware Characteristics ICP 1.1.0::30 9/6/2011 2.04
EMS Software and Design Specification EMS 1.0.0::163 | 9/6/2011 2.05
ICE Software and Design Specification ICE 1.0.0::29 9/6/2011 2.05
ICP Software and Design Specification ICP 1.1.0::77 9/6/2011 2.05
ICC Software and Design Specification ICC 1.0.0::17 9/6/2011 2.05
ICP System Operation Procedures ICP 1.1.0::120 | 9/6/2011 2.08
EMS System Operation Procedures EMS 1.2.0::282 | 9/6/2011 2.08
ICE System Operation Procedures ICE 1.0.0::45 9/6/2011 2.08
ICC System Operation Procedures ICC 1.1.0::49 9/6/2011 2.08
ICP System Maintenance Manual ICP 1.1.0::30 9/6/2011 2.09
ICE System Maintenance Manual ICE 1.1.0::56 9/6/2011 2.09
EMS System Maintenance Manual EMS 1.0.0::20 9/6/2011 2.09
Election Event Designer Users Guide EMS 1.2.7 9/6/2011 N/A
Results Tallyand Reporting Users Guide EMS 1.2.4 9/6/2011 N/A
Audio Studio Users Guide EMS 1.2.1 9/6/2011 N/A
Democracy Suite EMS Software Build EMS 1311 9/6/2011 N/A
Environment Install Document
ImageCast Precinct Approved Parts List ICP V3 9/6/2011 N/A
ImageCast Precinct Configuration Files ICP 1.0.0::18 9/6/2011 N/A
ImageCast Precinct Election Definition Files ICP 25.1 9/6/2011 N/A
ImageCast Precinct Firmware Build and Insta ICP 1.0.0:15 9/6/2011 N/A
Document
ImageCast Precinct Firmware Update ICP 1.0.0::6 9/6/2011 N/A
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TDP Evaluation (continued)

Table 42 Democracy Suite 4.0 TDP Documents (continued)

Democracy Suite 4.0 TDP Documents System Version Date Dl\?l(j;rgspt
ImageCasPrecinct Technical Guide ICP 1.15 9/6/2011 N/A
ImageCast Million Ballot Scan Test ICP 1.0.0::11 9/6/2011 N/A
Engineering Product Development Processes ICP P0.2 9/6/2011 N/A
Dominion Voting C C++ Coding Standard All 1.0.0::7 9/6/2011 N/A
DominionVoting Usability Study ICP 1.0.0::20 9/6/2011 N/A
Dominion Voting Usability Study ICE 1.0.0:35 11/292011 N/A

Source Code Review

As part of the preesting activities, th®ominion Democracy Suite 4$burce codevill be reviewed to the
EAC 2005 VVSG coding standards and timanufacturersupplied coding standardsThe reviewwill be
conducted per the guidelines described in the following paragraphs.

As the source codis received, an SHAhash valuewill be created for each source code file. The source
code teanwill then conducted a visual scan of every line of source code for an initial rentavery line

of modified souce code for a reeview. This § done to identify any violation &AC 2005VVSG caling
standards omanufacturesupplied coding standards. Each identified violatioh be recorded by making
notes of the standards violation along with directory name, file name, and line number

If the review was the initial review, the source coeem performed a peeeview on a percentagef the

code. This was done to evaluate the correctness of the review and look for standards violations that may have
been missed or violations that were noted in error. Any standards violations that the tehmecowere
recorded in error or missed were then corrected in the code review notes.

A technical summaryeport of all identified standards violatiomsll be sent toDominion for resolution.
Dominionwill then correct all standards violations anguemit the source code forreview. This process
will be repeated as many times as necessary, until all identified standards victagasrected. All
reports will be included in an anomaly report for source code and submitted to the EAC and iimcthded
final test report.

Dominion Voting Systemsses an autéeed option designed in the system to repetitivedd feallos in and
outofthescannerThi s f eat ur e i s-Feddodoc umoednet eodr afisS hAcfpart8bthe ne 0 1
source code résw this functionwill be inspected in detail to meet the requirement&AC 2005 VVSG

Volume 1 Section 2.2.4 g and fihefinal stepwillle t o cr eat e amthd@reviewed sodrceBu i | «
code. The wlbepeforraed byBamplétetid following tasks in the order listed

Clean the build machine

Retrieve the compliant source code

Retrieve the installation media for OS, compilers, and build software

Construct the build environment

=A =4 =4 =4 =N

Create digital signatures of the build environment

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No44 of 59
Certification T est Plan T&381.0101, Rev. D

4.0

4.7

4.8

5.0

5.1

TEST SPECIFICATIONS (CONTINUED)

Source Code Reviewcontinued)

Load the compliant source code into the build environment
Create a digital signature of the pre bugl/ironment

Create a disk image of the goeild environment

Build executable code

Create a digital signature of executable code

Create a disk image of the pdmntild environment

Build installation media

Create a digital signature of the installation media

1
1
1
1
1
1
1
1
1 Install executable code onto the system a validate the software/firmware

1 Deliver source code with digital signature, disk image of-pudd environment with digital
signatures, disk image of pdstiild environment with digital signatures, executable code with

digital signatures, and installation media with signatures to EAC ApproveosRery.

The @A Tr usforéhdDominian Damocracy Suite 4.0hcludes source code, data, and script files, in
clear text form. The build also includes COTS software on commercially available media, COTS software
downloaded by the VSTL, COTS softwarerified by SHALlfrom the software supplier, and picture and
sound files in binary format provided IBominion Voting SystemsThe first step of the proceisto clean

the hard drives by writing data to every spot on the hard drive, so theigldleaued of existing data. The
Microsoft Windows XP Professionalperating systenwill then be loaded and the applications from the
VSTL reviewed source along with the VSTL verified COTS softweitiebe built. The final steps installing

the applications on éhhardware.

QA and CM System Review

The Dominion QA Plan and CM Plan state that they comply with ISO 9001 and cite inf2ongihion SO

9001 documentation for details. Both theminion QA Plan and CM Plan will be reviewed to determine
compliance withEAC 2005 VVSG Volume lISection 2,and Volume | Sections 8 and 9, EAC stated
requirements, and with the requirements of the intdbaahinion ISO documentation. Also, tHeominion

TDP docunentation package will be reviewed to determine if Breeminion QA Plan and the CM Plan are

being followed. The results of the TDP review will be entered on a spreadsheet as previously described in
Section 4.6TDP Evaluationof this test plan. The resultd the TDP review, including the QA and CM
compliance results, will also be included in the final Test Report.

TEST DATA
TestData Recading

All equipment utilized for test data recording shall be identified in the test data packagéaréware
environmental and operational testing, the equipment will be listed on the Instrumentation Equipment Sheet
for each test. The output test data will be recorded in an appropriate raarieeallow for data analysis.

For source code and TDP rewss results will be compiled in output repoetsd submitted tdominion

Voting Systemdor resolution Additionally, all test results, includingihctional test datawill be recorded

on the r el evan tOpaning Prockdarand Teat iCasedResultsiwill also be recorded real

time in engineering log books.
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TEST DATA (CONTINUED)
Test Data Criteria

Wyle Laboratories, Inawill evaluate all test results against theminion Voting Systemprovided techrial
documentation for th®emocracySuite 4.0and the requirements set forth in tBAC 2005VVSG. The
Democracy Suite 4.8hall be evaluated for its performance againstBA€ 2005VVSG. Theacceptable
range for system performanand theexpected results for each test cadall be derived from the
Democracy Suite 4.@ocumentation.Per theEAC 2005VVSG, these parameters shall encompass the test
tolerancesthe minimum number of combinations or alternatives of input and output conditions that can be
exercised to constitatan acceptable test of the parameters involedithe maximum number of interrupts,
halts or other system breaks that maycwr due to noitest conditions(excluding events from which
recovery occurs automatically or where a ral@status message isplayed.

Test Data Reduction

Test data shall be manually processed and recorde
andTest Cases. Results will also be recordedtigad in engineering log books.

TEST PROCEDURES AND CONDITIONS

The following subsections describe test procedures and a statement of the criteria by which readiness and
successful completion shall be indicated and measured.

Facility Requirements

All testing will be conducted ahe Wyle Huntsville AL facility unless otherwise annotateddardware
environmental notoperating (storagegnd operatingesting will be conductedtilizing an adequately sized
environmental test chamber dynamic shaker systesquipped with theequireddata gatheringupport
equipmat. All remaining operating hardware tests will be conducted at the appropriate test site with the
required support equipmenAll instrumentation, measuring, and test equipment used in the performance of
this test programwill be listed on the Instrumeation Equipment Sheet for each test and shallcalibrated

in accordance with Wyle Laboratories' Quality Assurance Program, which complies with the requirements of
ANSI/NCSL 75401 andISO 100121. Standards used in performing all calibrations are traceable to the
National Institute of Standards and Technology (NIST) by report number and date. When no national
standards exist, the standards are traceable to international standasdbasis for calibration is otherwise
documented.

Unless otherwise specified herein,rainainingtests including system level functional testirgall be
performed at standard ambient conditions:

I Temperature: 25C +10°C (77F° 18 F)
1 Relative Humidty: 20 to 90%
1 Atmospheric Pressure: Local Site Pressure

Unless otherwise specified herein, the following tolerances shall be used:

T Time + 5%
1 Temperature ° 3.6 F (2°C)
1 Vibration Amplitude + 10%
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6.0

6.1

6.2

TEST PROCEDURES AND CONDITIONS (CONTINUED)

Facility Requirements(continued)

1 Vibration Frequency 2%
1 Random Vibration Acceleration
20 to 500 Hertz +15dB
500 to 2000 Hertz +3.0dB
1 Random Overall grms +1.5dB

9 Acoustic Overall Sound Pressure Level +4/-2 dB

Deviations to the above tolerances mbg submitted by the test responsible agency with sufficient
engineering information to substantiate the deviation request, but only when best effort technique and system
limitations indicate the need for a deviation.

Test SetUp

All voting machineequipment (hardware and software), shall be received and documented utilizing Wyle
Receiving Ticket (WE2 1 8 , 89\ and f@roper QArocedures.When voting system hardware is received,

Wyle Shipping and Receiving personnel will notify WA personnel. Wh Wyle QA personnel present,

each test article will be unpacked and inspected for obvious signs of degradation and/or damage that may
have occurred during transit. Noticeable degradation and/or damage, if present, shall be recorded,
photographs shalldtaken, and th®ominion Voting Systemsdnc., iepresentative shall be notified.

Wyle QA personnel shall record the serial nunssend part numbers. Comparison shall be made between
those numbers recorded and t h discepahciesnbteddshalbbe broughe s h
to the attention of thBominion Voting Systemsdnc., representative for resolutiof.DP items including all

manuals and all source code modules receivell be inventoried and maintained by the Wyle Project
Engineer assigned to testing.

For hardware test setup, the system will be configured as would for normal field use. This includes
connecting all supporting equipment and peripherals. \pgisonel will properly configureandinitialize

the system, and verifthat it is ready to be testeby following the procedures detailed in tBemocracy

Suite 4.0technical documentationWyle will develop an operational status test topleeformedprior toand
immediatéy following each hardware test. Wyle will develop the system performance levels to be measured
during operational tests.

Wyle has developed eight election definitions to be used during this test campaign.

Operational Status Check

This election definition will exercise the operational status of the Democracy Suite 4.0 System, during the
operational hardware tests, and prior to and immediately following thepenational hardware tests.

Logic and Accuracy

This test must exer@sall possible voting positions for the ballot.
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6.0

6.2

TEST PROCEDURES AND CONDITIONS (CONTINUED)
Test SetUp (continued)

General Election: GEN1

A basic election held in four precincts, one of which is a split precinct, containing nineteen contests compiled
into four ballot styles. Five of the contests are in all four ballot styles. The other fifteen contests are split
between at least two of thageincts with a maximum of four different contests spread across the four
precincts. This election was designed to functionally test the handling of multiple ballot styles, support for at
least two languages, support for common voting variations, and swhort for at least two languages.

The parameters of this election are listed below:

Closed Primary: No

Open Primary: No

Partisan offices: Yes

Non-Partisan offices: Yes

Write-in voting: Yes

Primary presidentiadelegation nominations: No

Ballot Rotation:No

Straight Party voting: Yes

Crossparty endorsement: No

Split Precincts: Yes

Vote for N of M: Yes

Recall issues, with options: No

Cumulative votingNo

Ranked order voting: No

Provisional or challenged ballots: Yes

=A =4 =4 =4 4 4 4 4 4 -4 -4 -4 -4 -4 -4

Early Voting: No

This election was designed to functionally test the handling of multiple ballot styles, support for at least two
languages, support for conam voting variations, and audio support for at least two languages. Test Pattern

8 was chosen for audio input in an alternative language because it is a basic voting pattern using an ADA
device. Test pattern 9 was chosen for audio input to demonstpgtersitor writein voting using an ADA

device. Test Pattern 3 was chosen for Spanish language input because it is a basic vote pattern using
Spanish. Test Pattern 10 was chosen for Spanish language input because it exercisassimgt&panish.
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6.0

6.2

TEST PROCEDURES AND CONDITIONS (CONTINUED)
Test SetUp (continued)

General Election: GEN2

A basic election held in three precincts. This election contains fifteen contests compiled into three ballot
styles. Ten of the contests are inthliee ballot styles with the other five split across the three precincts. This
election was designed to functionally test the handling of multiple ballot styles, support for ballot rotation,
support for two languages, support for complex voting variatemms$ audio support for multiple languages.

The parameters of this election are listed below:

Closed PrimaryNo

Open PrimaryNo

Partisan offices: Yes

Non-Partisan officesYes

Write-in voting: Yes

Primary presidential delegation nominatioNs:

Ballot Raation: Yes

Straight Party votingNo

Crossparty endorsemenio

Split PrecinctsNo

Vote for N of M:Yes

Recall issues, with option¥es

Cumulative votingNo

Ranked order votingres

Provisional or challenged ballotito

=A =4 =4 =4 4 4 4 4 4 -4 -4 -4 -4 -4 -4

Early Voting: Yes

This election was designed to functionally test the handling of multiple ballot styles, support for ballot
rotation, support for two languages, support for complex voting variations, and audio support for multiple
languages. The election will be an earlyting election with at least one machine running all precincts.
Voting options for overvoting and undervoting will be exercised. Ballots 7 and 16 were selected for Spanish
based language input. Ballots 13 and 17 were selected for casting of baljdheskDA Audio capability.
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6.0

6.2

TEST PROCEDURES AND CONDITIONS (CONTINUED)
Test SetUp (continued)

General Election: GEN3

A basic election held in two precincts. This election contains eight contests compiled into two ballot styles.
Four of the contests are in both ballot styles. The other four contests are split between the two precincts. This
election was designed to furmtially test the handling of multiple ballot styles, support for at least three
languages including a charactased language, support for common voting variations, and audio support for
at least three languages and an ADA binary input device.

The paramiers of this election are listed below:

Closed Primary: No

Open Primary: No

Partisan offices: Yes

Non-Partisan offices: Yes

Write-in voting: Yes

Primary presidential delegation nominations: No

Ballot Rotation:No

Straidht Party voting: No

Crossparty endorsement: No

Split Precincts: No

Vote for N of M: Yes

Recall issues, with options: No

Cumulative voting: No

Ranked order voting: No

Provisional or challenged ballots: Yes

=A =4 =4 =4 4 4 4 4 4 -4 -4 -4 -4 -4 -4

Early Voting: No

This election was designed to functionally test the handling of multiple ballot styles, support for at least three
languages including a charactsased language, support for common voting vaniati and audio support for

at least three languages and an ADA binary imjgwice. Test pattesrB and 4 were chosen for input in the
Spanish language becaubkey area basic voting pattern with a write. Test pattersi5 and 6 were chosen

for audio nput using the Spanish language to demonstrate support fofinvritéing using an ADA device

with and alternative language. Test pattern 7 was chosahdoactetased language input because it is a
basic vote pattern using Chinese. Test pattern 8 was chosehai@rctetased language using an ADA
device to dmonstrate support for charactemsedADA device support. Test pattern 9 was chosen for binary
input toshow support for ADA binary input device. Test pattern 10 was chosen for binary input using ADA
audio deceive to show support for binary input and ADA support.
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6.0

6.2

TEST PROCEDURES AND CONDITIONS (CONTINUED)
Test SetUp (continued)

PrimaryElection: PRIMO01

An open primary election in two precincts, containing thirty contests compiled into five ballot styles. Each
ballot style contains six contestsThis election was designed to functionally test an open primary with
multiple ballot stygs, support for two languages, and support for common voting variations.

The parameters of this election are listed below:
Closed PrimaryNo

Open Primary: Yes

Partisan offices: Yes

Non-Partisan officesYes

Write-in voting: Yes

Primary presidential deggation nominations: No
Ballot Rotation:No

Straight Party votingNo

Crossparty endorsemenio

Split PrecinctsYes

Vote for N of M:Yes

Recall issues, with optionbto

Cumulative votingNo

Ranked order votingilo

Provisional or challenged ballots: Yes

=A =4 =4 =4 4 4 -4 -4 -4 -4 -4 A -4 -4 A

Early Voting:No

This election designed to functiohaltest an open primary with multiple ballot styles, support for two
languages, and support for common voting variations. Test ma8eand 18 are input in an alternative
language. Test patteyi8 and 18 are input using an ADA audio device. These patterns were select to
exercise the writén functionality in a primary election.

Primary Election: PRIMD3

A basic election held in two precincts. This election contains ten contests and is comntpileuoi ballot

styles. Two of the contests are in both ballot styles. The other eight contests are split between the two
parties ballots. This election was designed to f
for at least three fguages including an Ideographic based language, support for common voting variations,
and audio support for at least three languages and an ADA binary input device.
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6.0

6.2

6.3

TEST PROCEDURES AND CONDITIONS (CONTINUED)
Test SetUp (continued)

Theparameters of this election are listed below:
Closed Primary: Yes

Open Primary: No

Partisan offices: Yes

Non-Partisan offices: Yes

Write-in voting: Yes

Primary presidential delegation nominations: No
Ballot Rotation:No

Straight Party voting: No

Crossparty endorsement: No

Split Precincts: No

Vote for N of M: Yes

Recall issues, with options: No
Cumulative voting: No

Ranked order voting: No

Provisional or challenged ballots: Yes

= =4 =4 =4 4 4 4 4 -4 -4 -4 4 4 -4 -4 A

Early Voting: No

This election was designed to functionally test the handling of multiple ballot styles, support for at least three
languages including an Ideographic based language, support for comniiog vatiations, and audio
support for at least three languages and an ADA binary uhgricte. Test pattesrB and 4 were chosen for

input in the Spanish language because it is a basic voting pattern with-nwrTiest patters5 and 6 were
chosen formaudio input using the Spanish language to demonstrate support feimwrdtng using an ADA

device with and alternative language. Test pattern 7 was chosddefmraphicbased language input
because it is a basic vote pattern using Chinese. Téstrp8twas chosen for character based language using
an ADA device to demonstrate support fdeographicbasedADA device support. Test pattern 9 was
chosen for binary input to show support for ADA binary input device. Test pattern 10 was chosearfor bin
input using ADA audio deceive to show support for binary input and ADA support.

Test Sequence

The components of tiBemocracy Suite 4.@ill undergo allapplicablehardwaresoftwaretestsas described
in the EAC 2005 VVSG. There is not a required sequence for the tests to be perfories following
sections provide brief description otheeach test
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6.0

6.3

6.3.1

TEST PROCEDURES AND CONDITIONS (CONTINUED)
Test Sequence (continued)
Hardware Test Description

Hardware tests are divided into two categories: {Operating and Operating. The NQperating tests are
intended to simulate the storage and transport of equipment between the storage facility and the polling
location. The Operating tests are intended tautite conditions that the EUT may encounter during
operation. Prior to and immediately following N@perating and Operating test, the EUT will be subjected

to an operational status check.

The NonrOperating tests include the following:
Low Temperaturé This requirement addresses a range of tests for voting machines and precinct counters, as

such devices are stored between elections and are transported between the storage facility and polling place,
to meet specific minimum performance standards fertEmperatures.

Vibration 1 This requirement addresses a range of tests for voting machines and precinct counters, as such
devices are stored between elections and are transported between the storage facility and polling place, to
meet specific minimum performance standards foration.

High Temperaturé This test addresses a range of tests for voting machines and precinct counters, as such
devices are stored between elections and are transported between the storage facility and polling place, to
meet specific minimum performance standards for high ¢éeatpre.

Bench Handling The bench handling test simulates stresses faced during maintenance and repair of voting
machines and ballot counters.

Humidity Testi This requirement addresses a range of tests for voting machines and precinct counters, as
such devices are stored between elections and are transported between the storage facility and polling place,
to meet specific minimum performance standards.

The Qperating tests include the following:

Electromagnetic Radiatioin This test verifies thatadiated and conducted emissions from the voting system
hardware do not exceed the allowable limitsTitle 47CFR, Part 15Class B. The test for electromagnetic
radiation shall be conducted in compliance with the FCC Part 15 Class B requirementshgypersANSI
C63.4 (Volume I, Section 4.8.h).

Lightning Surgeil Thi s t est demonstrates the voting systemd
surges during normal operation. This test is equivalent to the procedure of IEG46200be test for

lightning surge protection shall be conducted in compliance with the test specified in IEG463.000
(Volume 11, Section 4.8.1).

Electrical Fast TransieitThi s test demonstrates the voting syst
transients duringnormal operation. This test is equivalent to the procedure of IEC 64800 he test for

electrical fast transient protection shall be conducted in compliance with the test specified in IE&@-81000
(Volume I, Section 4.8.e).
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6.0

6.3

6.3.1

TEST PROCEDURES AND CONDITIONS (CONTINUED)

Test Sequence (continued)

Hardware Test Descriptions (continued)

Electrostatic Disruptioi Thi s t est demonstrates the voting sys
discharges during normal operation. This test is equivalent to the procedure of IEGA6L000e test for

electrostatic disruption shall be conducted in compliance withettespecified in IEC 610002 (Volume
Il, Section 4.8.c).

Electromagnetic Susceptibiliy Thi s t est demonstrates the voting s
electromagnetic fields during normal operation. This test is equivalent to the paéd&C 61004-3.

The test for electromagnetic susceptibility shall be conducted in compliance with the test specified in IEC
610004-3 (Volume II, Section 4.8.d.).

Conducted RF Immunity Thi s test demonstrates the witstandng s
conducted RF energy on power and I/O lines during normal operation. This test is equivalent to the
procedure of IEC 61008-6. The test for conducted RF immunity shall be conducted in compliance with the

test specified in IEC 61008-6 (Volume I, Section 4.8.9).

Magnetic Fields Immunityf Thi s t est demonstrates the voting s
Magnetic Fields during normal operation. This test is equivalent to the procedure of IEC463.000e test

for AC magnetic fields REmmunity shall be conducted in compliance with the test specified in IEC 61000

4-8 (Volume Il, Section 4.8.h).

Electrical Power Disturbanceé This test demonstrates the votiagy s t eam@ase to withstand power
disturbances during normal operation. This test is equivalent to the procedure of IE€8100@olume |,

Section 4.1.2.5). The test for power disturbance disruption shall be conducted in compliance with the test
specified iNEC610004-11 (Volume I, Section 4.8.a).

Temperature Power VariationThe Environmental Test, Operating, subjects the system hardware to varying
temperatures and voltages, demonstrating hardware/data recording accuracy reliabilifjirivteBatween
Faiure (MTBF) of 163 hours.

Maintainability i Maintainability represents the ease with which preventive and corrective maintenance
actions can be performed based on the design characteristics of equipment and software and the processes the
manufacturer andlection officials have in place for preventing failures and for reacting to failures.

Electrical Supplyi This requirement addresses the battery power source for providing electrical supply
during a power failure.

Safetyi a safety inspection will bperformed to verify that the EUT meets the following requirements for
safety:

a. All voting systems and their components shall be designed to eliminate hazards to personnel or to the
equipment itself.

b. Defects in design and construction that can resytersonal injury or equipment damage must be
detected and corrected before voting systems and components are placed into service.
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6.3

6.3.1

6.3.2

TEST PROCEDURES AND CONDITIONS (CONTINUED)
Test Sequence (continued)
Hardware Test Descriptions (continued)

c. Equipment design for personnel safety shall be equal to or better than the appropriate requirements
of the Occupational Safety and Health Act, Code of Federal Regulations, Title 29, Part 1910.

Safety testing will b performed ofkite at a third party laboratory with Wyle personnel witnessing.

Software Test Description

The software tests include the following:

Source Code Compliance RevigwWyle Laboratories personnel will compare the source code to the
manufacturer's software design documentation to ascertain how completely the software conforms to the

manufacturer's specifications. Source code inspection shall also assess the extatit theacode adheres
to the requirements in Section 5 of Volumes | and Il.

Compliance Build of the Democracy 4.0 System Software, Firmware, and Utilgefsre testing can begin

a compliance build of all the applications will be constructed Wyle pesonnel using the build
environment, build documentation and reviewed source code. This is to insure the software being tested is
constructed from the same source code that was reviewed.

COTS Source Code Revieiv Unmodified, general purpose COTS naoting software (e.g., operating
systems, programming language compilers, data base management systems, and Web browsers) is not
subject to the detailed examinations specified in this section. However, Wyle Laboratories personnel will
examine such software tonfirm the specific version of software being used against the design specification

to confirm that the software has not been modifiétgle will verify by downloading the software directly

from the manufacturer site, verifying against NRSL, or by beingiged original OEM discs.

Portions of COTS software that have been modified by the manufacturer in any manner are subject to
review. Unmodified COTS software is not subject to code examination. However, source code generated by
a COTS package and embled in software modules for compilation or interpretation will be provided in
human readable form to Wyle Laboratories. Wyle Laboratories personnel may inspect COTS source code
units to determine testing requirements or to verify the code is unmodified.

Wyle Laboratories may inspect the COTS generated software source code in preparation of test plans and to
provide some minimal scanning or sampling to check for embedded code or unauthorized changes.
Otherwise, the COTS source code is not subject to thedde review and testing. For purposes of code
analysis, the COTS units shall be treated as unexpanded masnosr Volume Il, Section 5.2 of the EAC

2005 VVSG

Baseline of EMS Operating and Build Machine D8Vyle will review the submitted NIST SCAPDCC
checklist for the EMS Operatirf§ystem and Build Machine OS Dominidrhe review will be performed for
completeness, clarity, and consistency.

Error Recovery Tedt This will be tested to ensure that unit is capable of recovering from-aat@stophic
failure of a device, or from any error or malfunction that is within dhp e r aabildyrt® rrect and
restoration of the device gracefully from the failures. Testing will include powering units off while operating,
disconnecting various cablaad components to ensure operation once restored.
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6.0 TEST PROCEDURES AND CONDITIONS (CONTINUED)
6.3 Test Sequence (continued)
6.3.2 Software Test Description(continued)

Security Source Code ReviégwThe security source code review is a detailed review of the functionality of
the source code that has been submitted. Both a manual line by line review and an automated analysis of the
source code will be performed.

Trusted Buildi The trusted builds a process of converting the reviewed source code into maesidable
binary instructions for a computer. This test will follow Section 5.6 of the EAC Testing and Certification

Program manual.

Table 6-1 Democracy Suite 4.0 System Software Test Sequence

Test Description Procedure Test Level Specimen
Compliance Source : Democracy
Code Review Sourcceofnoc:;rr]i\gew for WVI\—/|¥§OS76.12 Component Suite 4.0 Source
(Pre-testing Activity) P Code Package
Using the build documents
Compliance Build | andsource code to construg WHVS07.3 Component De_mocracy
WOP7b Suite 4.0
the EMS
Source Code COTg __Source codereviewto |\ /s 5 Democracy
- examine a party products for Component Suite 4.0 Source
Review P . WOP 5d
modification and versions Code Package
. RFI 200803 OS WHVS07.3 Democracy
Baseline OS Configuration WOP 25 Component Suite 4.0
Source Code 30‘.”‘36 _code review for WHVS07.2 | Component & De_mocracy
) . functionality and high level . Suite 4.0 Source
Functional Review . WOP5b Integration
software design CodePackage
Source Code Source code review for
Security Review | specific security concerns ar WHVS07.2 Component & De_m ocracy
(manuali an automated review using WOPS5C Integration Suite 4.0 Source
: WOP 6a Code Package
automated) Fortify

6.3.3 System Testing

Physical Configuration Audit The Physical Configuration Audit compares the voting system components
submitted forqa |l i f i cat i on t otechnicad documeantatiora ant shalleincldéde the following
activities:
i Establish a configuratiorbaseline of software and hardware to be testonfirm whether
ma n u f ascdbcumeatation is sufficient for the user to install, validate, operate, and maintain the
voting system

osf ma n
veri fy

1 Verifysoftwa e conf or ms t o spedfieationsaimgutfala ct eic @er ds
release control system; if changes have been made to thenbaseliv er si on,
engineering and test data are for the software version submitted for certification

1 Review drawings, specifications, technical datad test data associated with system hardware, if
nonCOTS, to establish system hardware baseline associated with software baseline
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6.3

6.3.3

TEST PROCEDURES AND CONDITIONS (CONTINUED)
Test Sequence (continued)

System Testing (continued)

T Revi ew ma s dotumentswf usar acceptance testgad ur es and dasta ag
functional specifications; resolve any discrepancor i nad e q u a csylaniondatan@ior u f a ¢
to beginning system integration functional and performarste te

1 Subsequent changes to baseline software configuration made during testing, as well as system
hardware changes that may produce a change in software operation are subgdcitamation

Functional Configuration Audit The functional configuratioraudit encompasses an examination of
manufactureds tests, and the conduct of additional tests, to verify that the system hardware and software
perform all the functiom descr i bed i sdotumentatiorasnlmitteddor ther TOP. & addition
tofunctioning accor di ng t & dotumentatinmtastsiwill lmetcanduetad do insure all applicable
EAC 2005 VVSG requirements are met.

TDP Reviewi The technical data package must be submitted as a precondition of national certification
testing. Tlese items are necessary to define the product and its method of operation; to provide technical and
test data supporting the manufactérer ¢ | ai ms sduhctidndl eapabilitiess tinel peéformance levels;

and to document instructions and procedureseming system operation and field maintenance. Any
information relevant to the system evaluation shall be submitted to include source code, object code, and
sample output report formats.

Security Testi The security test is designed and performed $b tlee capabilities of the voting system
against the requirements defined in Volume | Section 7. These procedures shall focus on the ability of the
system to detect, prevent, log, and recover from a broad range of security risks identified. Thisaéssi will
examine system capabiliieand safeguards claimed by Domininrthe TDP to go beyond these risks. The
range of risks tested is determined by the design of the system and potential exposure to risk.

Telecommunication Test The telecommunication test focuses on system hardware and software function
and performance for the transmission of data that is used to operate the system and report election results.
This test applies to the requirements for Volume |, Section 6 &A@ 2005 VVSG.

Usability i The usability test is a measure of the effectiveness, efficiency, and satisfaction achieved by a
specified set of users with a given product in the performance of specified tasks. This test applies to the
requirements for Volme I, Section 3 of the EAC 2005 VVSG.

Volume/Stress/Reliability Test s t o i nvest i ga toaditibnk that tend totovenoddghe r e s p
systemds capacity to piThedestsparamesetsonmlldacus am the sydego r t
stated limits and the ballot logic for areas such as the maximum number of active voting positions,
maximum number of ballot styles, maximum candidates, maximum contests, and stated limits
within the EMS. This test will be utilized to ensure the systemca c hi eve the manuf
claims of what the system can suppofitesting will be performed by exercising an election
definition and test cases developed specifically to test for volume and stress conditions of the
system being tested.
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6.0 TEST PROCEDURES AND CONDITIONS (CONTINUED)
6.3 Test Sequence (continued)
6.3.3 System Testing (continued)

Each subcomponent will be subjected to the test as outlined in the EAC 2005 VVSG as follows:

1 The EMSshall be subjected toverload conditionsuch asprocessg more than the expected
number of ballots/votermper precinct and processing more than expected number of precincts.

1 TheICE and ICPshall be subjected to ballot processing at the high volume rates at which the
equipment can be operattmevaluate software response to hardwgpmeerated interrupts and wait
states.

1 ThelCC shall be subjected taverloadconditions

Wyle will verify the audit log records for error and exception activity to verify proper documentation and
recovery agon for all functional tests performed. A details listing of all audit log entries shall be provided by
Dominion. During testing, audit log entries will be compared to this list to ensure that all expected events
were recordedT o ensur e t hteto gracefullyeshmibdewn artd irekcaver from error conditions,
negative test cases will be performed to introduce such error conditions. The error conditions introduced will
be based on the system limits specified within the vendors TDP documentation

Logic andAccuracyi The logic and accuracy test insures that each component of the voting system (ICC,
ICE and ICP) can each process 1,549,703 consecutive ballot positions corredtitiveitallowable target

error rate.The Accuracy test is designed toe s t the ability of the syst
consolidate and reporto speci fTheogequredlaccurdacy iodefmedan d a
an error rate.This rate is the maximum number of errors allowed while processipgafied volume of

data. For papetbased voting systems the ballot positions on a paper ballot must be scanned to detect
selections for individual candidates and contests and the conversion of those selections detected on the paper
ballot converted intoidital data.

In an effort to achieve this and to verify the proper functionality of the units under test the following methods
will be usedo test each component of the voting system

The Accuracy test requirements for the ICE will be met by the execafitwo accuracy tests. Since Wyle
considers the ICEs a paper based scanner and a ballot mattkerfirst accuracy test for the IGEll be
performed by using both papkeased and audio ballot3he majority of the vote processing will be utilizing
the papetbased functionality, while audio votes are being easiefined intervals between ballot scans
After analyzing the processes and researching past tegfiylg, believes the architecture, data floand
integration of the recording process ofaudio ballot and the scanning of a paper bafiain ICE unitare
similar and use many of the same software moduBssed on this, Wyle has concluded that the audio
feature should not be subjected to the full requirement of Volume Il, Section 4tigrdfore during test
performance, 5000 audio ballot positions will be cast to satisfy the execution of the feature. The remaining
ballot positions will be captured with papessed voting. All results will be validated and verified against
the election dénition voting matrixfor expected results. If the IQiEocesses the minimum number of ballot
positions without error the séshall be accepted. If the IGEould not process the minimum requirement an
evaluation will be performed to determine the root cause and the test will not be accepted.
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6.0

6.3

6.3.3

TEST PROCEDURES AND CONDITIONS (CONTINUED)
Test Sequence (continued)

System Testing (continued)

The second accuracy test will consist of the ICE Ballot Marking Device (BMD). Wyle will utilize a
maximum position ballot with the IGBEvhich will be manually voted in order to verify the components
correctly tabulate 1,549,703 ballot positions withire tallowable target error ratéll results will be
validated and verified against the election definition voting matrix for expected results. If the ICE processes
the minimum number of ballot positions, during both tests, without error the test shedidpted. If the ICE

should not process the minimum requirement an evaluation will be performed to determine the root cause
and the test will not be accepted.

ICC accuracy will be exercised by using only papased ballots. All results will be validateddaverified
against the election definition voting matfor expected results. If the IG@ocesses the minimum number
of ballot positions without error thedieshall be accepted. If the IGBould not process the minimum
requirement an evaluation wilelperformed to determine the root cause and the test will not be accepted.

The results of previous testing on the ICP will be utilized to satisfy the accuracy test requirements for this
test campaign.

System Integratiofi System Level certification test address the integrated operation of both hardware and
software, along with any telecommunication capabilities. Compatibility of the voting system software
components or subsystems with one another, and with other conmaofid¢ine voting system environment,

shall be determined through functional tests integrating the voting system software with the remainder of the
system.

Regression Testing

Regression Testing will be performed on all system components to vefifyralare modifications.

Table 6-2 Democracy 4.0 System Testing Sequence

Test Description Procedure Test Level Specimen EIS;';“
Technical Data Documentation review
for compliance, WHVSO07.1 TDP
Package (TDP) Document
: correctness, and WOP 3 package
Review
completeness
Physical Audit hardware and WHVS07.3 Component System
, . .| software models and & hardware
Configuration Audit . WOP 25
versions System and software
Functional testing to
, the system WHVS07.4 Component
Coml‘?uSrC;![?onna!Au dit documentation and WOP 26 & System Fcfr ?r:-%ll
9 EAC 2005 VVSG WOP30a Integration
requirements
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6.0

6.3

6.3.3

7.0

7.1

TEST PROCEDURES AND CONDITIONS (CONTINUED)
Test Sequence (continued)

System Testing (continued)

Table 6-:2 Democracy 4.0 System Testin§equencégcontinued)

Test Description Procedure Test Level Specimen Elgg?;)n
Test of
telecommunication : Gen01
Telecommunicatior]  technology of the WHVS07.6 | Integration & System Volume &
WOP 31 System
system for accuracy Stress
and correctness
Testing to the systen
Usability/ documentation and W(‘QVF?ZF’ﬁi_g Integration System Gen01
Accessibility EAC 2005 VVSG WOP 242 af Prim-01
requirements
Test to investigate the
> Volume
Volume, Stress, & s y s t respahse to WOP 21 Svstem Svstem and Stress
Reliability Test | larger amounts of dati WOP 30 y y :
o ) Election
than it is expecting.
Assess the system t( W\ljv\é?:ogj
the 2005 VVSG :
Security requirements and WOP 6a Integration & System G_enOl
: WOP 6b System Prim-01
execute basic systen
security tests WOP 6¢
y tests. WOP 6d
Test of accuracy to
. ~1.6 million ballot WHVS07.9
Logic and Accuracy positionsper system WOP 30 System System EII_ech:'tAi\on
component (ICC, ICE| WOP 21
and ICP)
Svstem Intearation Test of all system Gen01-03
y Test 9 hardware, software WOP 30 System System Prim-
and peripherals. 01&03
Democracy
Creation and WHVS07.6 Svstem Suite 4.0
Trusted Build installation of the final WOP 7 Component so)f/tware Source
system software WOP 7a Code
Package

TEST OPERATIONS PROCEDURES

Proprietary Data

All proprietary data that is marked will be distributedly to those persons that theanufactureior EAC
identifies as needing the informatiémconductqualification testing. Thenanufactureis required to mark

all proprietary documents as such. All organizations and individuals receiving proprietary documents will

ensure those documents are not available teandimorized persons.
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APPENDIX A
DOMINION VOTING SYST EMS DEMOCRACY SUITE 4.0 IMPLEMENTATION S TATEMENT
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